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Simulator Development for GEO (Geostationary Orbit)-Based
Launch Vehicle Flight Trajectory Prediction System

Hwan-Chun Myung

Korea Aerospace Research Institute, Daejeon 34133, Korea

29
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The missile early-warning satellite systems have been developed and upgraded by some space-
developed nations, under the inevitable trend that the space is more strongly considered as another battle
field than before. As the key function of such a satellite—based early warning system, the prediction
algorithm of the missile flight trajectory is studied in the paper. In particular, the evolution computation,
receiving broad attention in the artificial intelligence area, is applied to the proposed prediction method so
that the global optimum-like solution is found avoiding disadvantage of the previous non-linear optimization
search tools. Moreover, using the prediction simulator of the launch vehicle flight trajectory which is newly

developed in C# and Python, the paper verifies the performance and the feature of the proposed algorithm.

Ao @ FA] Ak, 5 TAA, B A
Keywords : GEO (geostationary orbit), LV (launch vehicle), flight trajectory
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Algorithm Part

Launch Vehicle

Dynamics

(Python)

+
Flight Trajectory \

3D Graphic

Graphic User Interface
Prediction Algorithm “—3{pythonnet] P (C#) (C#)

(Python) /

2D/3D Plots

(Python)

Fig. 1. Architecture of simulator software.
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Direction — Oniginal Trajectary

By

(a) (b) © (d
Fig. 4. GUI (graphic user interface) examples: (a) basemap, (b) 3D trajectory with altitude,

latitude, and longitude, (c) 3D trajectory on the Earth, and (d) 3D attitude of LV (launch vehicle)

with flame.

ol

3. HARK 2= x[Xst AL
3.1 AR 2

£ Ao o R ok A BE2 JE SFIEATA(ISAS)7E 1980 thol| 7
sto] 3t} 94 WA Goll 83t 34| 14| Am 24 M-3Selct. HA| Zol& oF 23.8 m
olx, FH2 48.7 t, BA 7FsT 9499 FA= A 300 kg == LA ArKFig. 5) [101.

HAA|Y] A4S Ak 27] RAEEE WA A A A2 B2 A 2 5
gt @450] THEO] e, £ AFolMs A oY 27 RAES HAAIY] A4
< Fgol7] 99t 4 mEuHER 1jelYlom, Table 1914% o]t stetulEEx} 4

RS HolFal k.

Fig. 5. M—=3S rocket.

Table 1. Main parameters and values of launch vehicle [9]: S.I.(specific impulse), L.C.(lift

coefficient)
Parameter Initial value Parameter Initial value Parameter Initial value
S.I. (1) 255N-sec/kg  L.C. (6,) 35 Pitch (83) 85 deg

Yaw (6,) 120 deg Latitude (65) 31.251deg Longitude (6¢) 131.08 deg
Altitude (6,) 194 m Mass (0g) 45,247 4 kg Thrust force (69) 1,147,000 N
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Fig. 6. Flight characteristics of LV (launch vehicle).
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Fig. 7. Limitation of 3D trajectory prediction (case of a single GEQO satellite): (a) two different

3D trajectories and (b) 3D trajectories similarly projected on an 2D optical detector in a GEO

satellite.
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Evolutionary
Computation

Single-narrow search

Phase I Nonlinear Optimizatio & fast convergence
Programming

Phase |

multi-wide search
& late convergence

Fig. 8. Multi-phase approach for parameter optimization.

Table 2. Phase | algorithm

Phase | algorithm: Evolutionary computation

Step 1: Initialize population > 8;, € R®, j(parent inidicator) = 1,---,50,
Step 2: Evaluate population > Evaly;(fy(Tr, 0,0, ®)), # € {1,2,3,4}
Step 3: Evolve generation (generation limit: g < 10)
For each generation (8; ;)
- Select parents
- Produce offspring (Perossover = 0-3, Pmutation = 0-6, number of of fspring = 300)
- Evaluate parents and offspring
- Select the next generation
Step 4: Find the best solution for the optimal region = 0,4 10

Step 5: Implement Phase Il Algorithm for the optical solution, as an initial value of @110
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Table 3. Phase Il algorithm

Phase Il algorithm: BFGS (Broyden—Fletcher-Goldfarb-Shanno)

Step 1: Set the initial value(@,) with 8,1 (without Phase I, randomize the initial value)
Step 2: lterate nonlinear optimization procedure (Convergence limit: Tolerance < 0.00001)
- Obtain the search direction (q,) with Hessian matrix(H, k: iteration number):
qr = —H\Vf:(Tr, 0,0,,®), q, € R°, H, € R*° Vf, € R®
- Calculate the step size(ay) by using golden section search technique:
a, = arg min f, (T, 0,0, + aq,, ®)
- Update new solution: @4 =‘1 0, + apqy
- Update Hessian matrix with the difference of gradients:
Hyyy < Hy aqi, V4(Tr, 0,041, @) — Vfy(Tr, 0,0, ®)

Step 3: Find the optimal solution > @,,, = 0,
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Optimized Parameter Range w/o Evolution Computation Optimized Parameter Range w/ Evolution Computation
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-

g i 54— ————| i i

Normalized Parameter Valuelrefere:

Hp: Hp2 Hps Mps Mps Wpc Me7 Wes Wpo Mp1 Mp2 Mp3 Mps Mps Hps Mp7 Mps Mps
Fig. 9. Comparison of optimized parameter values (w/o and w/ evolution computation,
average of 10 iterations): p1 = specific impulse, p2 = lift coefficient, p3 = pitch, p4 = yaw,
p5 = latitude, p6 = longitude, p7 = altitude, p8 = mass, p9 = thrust force.
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Fig. 10. Comparison of accuracy & time (w/o: blue and w/: orange).
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O OF
a5
2 mrliME 2AR RFEE #501| flol =W 2x2 4717 HiHYCZ R85h= 6U ZAYS

A SNIPE(=Z2H CQA; small scale magnetospheric and lonospheric plasma experiment )2| 2|
(BUS) &7l LU} 7He 20l CHaH 71310 SNIPEE Xt 19 2F8de YrMoz H=561|
Qlalt 4717t HOH[HS ebotH, M| MoM @3 S0 P ¥ 2, JI2|10 EjeF Xf7 Rkt MAHL}
S AR Hels A0 ©EBITt AT 7172 Zla 670 O[dQ= L2IEE =017| flch ARRISE
H(EQM)ZH BIAZH(flight model, FM)CZ L0 JHLSIACE. 3iX & 47|2] HIARHQ| JHLS =5}
1 FFARE 25 O SNIPE= 2023H LA OfFH0|Ct 2 ==0ik= EAE S= SNIPE 219
X2 A W8 JHY IEE aViolH, & UM 2A4X01 U 3 2ot 6Ug =A™

JHE0| RS &1 X=2Tt E7|E 7|ThSic
Abstract

In this paper, the contents of the design and development process of the 6U micro-satellite Snipe (SNIPE,
national name Toyosat; small scale magnetospheric and lonospheric plasma experiment ), which was
developed to observe the near-global space environment through polarization flight for the first time in
Korea, were described. Snipe performs transversal flight to observe the Earth's surrounding space
environment in three dimensions, and aims to simultaneously observe the space plasma density and
temperature in the ionosphere, as well as temporal changes in the solar magnetic field and electromagnetic
waves. In this way, it was developed by dividing it into a test certification model (EQM) and a flight model
(FM) to perform the actual mission for at least six months, away from developing a cube satellite for short-
term space technology verification or manpower training. Currently, Snipe, which has completed the

development of a total of four FM and completed all space environment tests, is scheduled to launch 2023.
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In this paper, we introduce the design contents and development process of the Snipe satellite body ahead
of launch, and hope that it will be a useful reference for the development of 6U-class micro-satellite for

full-scale mission in Korea.

Tl : 229, 9FU, Heju|3y

Keywords : nanosatellite, space environment, formation flying
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o] 7H9] tistollA] 13U o] FEG N, TAF S FH5ka glovt, I8 B4l ¢
YR dlofe] f4l0f XY, T2 AP TS St AL oRAE o7 gl A

;ﬂ—'?'—%?‘i A7 BolA = TR FE T ATFACISH F9-A)o] A 2015WHH w9
7Ie M 2 A= S At AHE HAEH| E(est-bed)EA 6U FH2| 249
Nk ARSI A7 3-8 45-9] HiREV(high resolution image & video nanosatellite),
ol& ofg] tff WAt A58 AN UFE $Y5l7] 913 A_HiREV(advanced HiREV),

83 S5RA] dd7E F9 SRl FHIR/EA Ve AF UFE 7HK KARDSAT
(Kari Rendezvous/Docking demonstarion SATellite)S 7Hgtslo] ktH24]. o5 6U 24
P L Foll T=HZAFLEISH D)ol A+ 9] 5874 52 AT 2439
d "o ARE Hste] 201649 949 N FElE ERIsKlH ol ZA=E 20179
SNIPE(small scale magnetospheric and ionospheric plasma experiment) 94 7H&-& A]
Z5HA =lom, 202197k & 59 7t 4719 Bg 2 d(flight model, FM)}= 7N Y=st
I ARE FHISHAL QITk SNIPE U= ZE<do] 7|24 A 7, A= 7id,
‘%}/\]' 2 289] MU wokon, FeAL 4 EABUS) N, A4 =Y B 9834
rolct.
=EolA= YARE 9 SNIPE 91 £A419] AAIEA 8 et i 35S Avfst
H, FF FHAE EAHR] AF £ et oUF 24F 9 7idol 7-83F 3 A=
7F B71E 7]Hek

ml:l

rl-n: mlo

2. SNIPE 2x| 44|
2.1 23 ANAY ML

SNIPEE 593t #49] 6U 24394 412 79 24 24942 Fig. 19] A B
Al & 7RI ¢ *ﬂzﬂ,o 2439900M F718 AHstke 9= WA o, SNIPE



J. Space Technol. Appl. 2(2), 81-103 (2022)

| CE

Magnetorguer
Reaction
Wheels

Fig. 1. Bus system architecture. CDHS, command and data handling system; AOCS, attitude

and orbit control system; EPS, electrical power system; COMS, communication system; STS,

structure system; PS, propulsion system.

o A 4719 fldol Ff 22 Fof Huie fASHAY Hohs Ak A% >
H71E A e SHCR Bt o7]o] F 57ROl Dehs thefRt eS| FAAE HiA]
7k 8750l @4, 724 ZAIE sidske 2ol 83 847 H9Int SNIPES] AlAH 9
A A7 A2 The Table 13+ 2ot 9143 S92 | 9 ke WA B== Ao,
2709) A0 SRS Fete] Bt 20 W 9] M-S At 5 =R sgch

Table 1. System key parameters

No [tem Parameter Remark
1 Mission orbit 500-600 km Sun—Synchronous Orbit
2 Mission lifetime 6 month Designed for 1 year
3 Total mass Max. 9 kg
4 Propellant mass 1,314 g R-236fa
5 Size 100 x 226.3 x 366 mm 6U cubesat standard
6 Solar array type 2 wings (about 200 x 300 mm
for each wing)
7 Solar cell Triple Junction Solar Cell AzureSpace
(8 x4 cm) x 50
8 S/A power generation 20.38 W (@EOL) Orbit average
9 Battery 40 Wh ClydeSpace
10 Bus supply voltage 3.3V,5V, 12V, BAT
11 Battery DOD 30%
12 Thruster total delta-V > 50m/s
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Table 1. Continued

No [tem Parameter Remark
13 On-board time accuracy ~100 ms

14 UHF uplink frequency 436.50 MHz

15 UHF downlink frequency 436.50 MHz

16 UHF uplink rate 9.6 kbps

17 UHF downlink frequency 9.6 kbps

18  S-band uplink frequency 2,097.50 MHz

19  S-band downlink frequency 2,240.84 MHz

20  S-band uplink rate 1 Mbps

21 S-band downlink frequency 1 Mbps

22 S/C RF power 1W (UHF) / 1 W (S-band)
23 Mass memory ~16 GB

24 Pointing accuracy Less than + 3 deg (30)

25  Pointing knowledge accuracy Less than + 0.01 deg (30)
for Roll & Yaw

+ 0.05 deg (30) for Pitch

26 Sensor MEMS Gyro (1 EA),
MEMS Mag (1 EA),
ASS (3 EA), ST (1 EA)

27  Momentum dumping Within 20 min , Period: 1 day Normal mode

2.2 CDHS

2.2.1 215 QIHH0|A

A AA"E Hdoks HE 719 B4l QIE o)A CAN, 12C, R$422, UART 5o= +
d9t} CAN2 500 kbps &2 131g, 12CEAL2 100 kbps 2492 =1L, RS422= &
A dlo]e] th&&E=(payload data download)g I3t 1% SA41 QlE|Hlo]A & wEz-E &
I} 2=87]|9] glolg QleHo]A(data interface)® ARRETE Table 2= ZF AHA|AHY
OBC(On-Board Computern)Zt 541 E|Ho]A(interface)& gt Ao, Fig. 2+ 24
A7) Al2"l9] EFrfo]oj 1otk



J. Space Technol. Appl. 2(2), 81-103 (2022)

Table 2. Signal interfaces

Interface [tem Remark
CAN HHMA], S-band &4=417], UHF &2417], S-band 500 kbps
QtELL, HO|2= ZHEH, IRIDIUM 25
I2C  Chl Gyro MM, RFEHIN 100 kbps, OBC LHE MM
Ch2 EPS HE, HiE2|, XAFIEF, UHF 2H|LY, 100 kbps

EHQIRIX| Tt FIHEE

RS422 H|0|2E ZTE|(921.6 kbps), S-band
£44171(921.6 kbps), BIEEE(33.6 kbps),
Z=27|(33.6 kbps), Umbilical port(115.2 kbps)

UART GPS MIA(9.6 kbps)
ADC LA 12 2
Ethernet Umbilical port 100 Mbps

CES N
) m antenna
Deployable Solar N
Panel | MTQR *—

1
|‘ Body Attached [
L Solar Panel

PIRO

I 33V, 5V, Vi

|15 2ups(RS 4247

100MDps(Ethemel)

921.6kbps(R3422)

EE T Sband |5V Xy
e Indium < ey || [t ecaer Umbilical
3 3 ot
ssT e = sas] UHE ||| Sband | sav
=T* antenna antenna
MAG Payload
computer

Fig. 2. Electrical block diagram.

2.2.2 M QIE{HO[A

A2 2o A2 F 430do] 9o, ZF Ade] M2 33V,5V, V,,, 12 VoIt 181
7} Ad2 A HEo] FEEE AET A9 HHoll 25f on/off7t AlojEhs ARt

UHF $<=417], OBC & 9440l 29 =E B9 Al 52k dfjof ok REE2 Al 1Y
Ago] go] =11, 1 99 REEL A 2ol wet A FFE ok 5p7| gl A9
% Ado] ggo] Het. zF MY g 70| T2 Table 33+ 2t

FHOAM] A FFE FHAA K9] HEQl PC104 A8 AYE|(connecton)S £
o]Fo]x]u}, SNIPE /849 6U Ax=e] 7|7} =¥ gllo] H=5512 PC104 A8 1Y
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Table 3. Power interfaces

ERNE 822
YA 33V UHF S4171
5V OBC, EiUNA[M FIHEE
Vbat EHQUTIX[ T HHEE
12V S-band QtELE
290 o SW1(12V) EX=W)|
SW2 (12 V) -
SW3 (Vbat) Oo|2E 25
SW4 (Vbat) RIESEE
SW5 (5V) g
SW6 (5V) S-band &==¢171, S-band QfEf|L}
SW7 (5V) AEEA
SW8@E.3V) GPS MIAf
SW9 (3.3 V) UHF QfELt
SW10 (3.3 V) QIEIH0|AZE(PIRO QIHH[0|A)

o B A Ao 2] Hgo] §olstA] ot ool SNIPE 942 A QIEwo]
&5 S EES QIEvo|s HES HA Aastel MY 5ol E85t9lt. IEHolA B
E9] g2 EPS HERRH PCI04 28 AYHE 59 32 dge A4 HAAAE
f

e AES Tt AEHolA BHug FERt A4 M9 FHi= Fig 33 gt

Umbilical port

UHF antenna - = suitch 3.3V

5V
Vi
12v
5V CHG

— bus

Star sensor S-band antenna

reaction wheel

thruster ~
. SW8, SW6
v, SW7
1 -
SW1, Isws N
PIRO P i\

. MTQR
interface board 2 Vet
UHF
MTQR vee
S-band
vcec

GPS
vce

OBC UHF tranceiver

F e SW10 interface board 1 GPS
\ EPS & Battery I I_m S-band tranceiver
OBCVCC

Fig. 3. Power distribution via the interface boards. MTQR, magnetic torquer.
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2.3 EPS

2.3.1 O} WAl
SNIPE $/39] & 1+9] HAl(power budgetZ A= HH 22 12.5 Wolt}. Table 4= 2+
A DA A SNIPE 9439] 1He] BjAl M3}E HojFe)
Al 19 w3lo] whet SNIPE 9449] e bR B4 Fig. 49} go] Aiges 2
HAom AR Re] =33l 2= 5= AR Fofo] Aol A ] Al Bt A Ak
o] 20.38 W= Ate]o] AH] M9 tfv] S8 AES SHEsISith

Hoox

Q.

2.3.2 M3 78 2M(Power Balance Analysis)

9] 2 T HE S gRlsh] St AE «E A4S sk FEL4Ee] 7
Q. HAF 29 o]A 9] ©Al LEOPEIALS: 27129, launch & early operations phase) &
AlA 9] b o] ule- F85tHE AR A% BET(tumbling) FRelAS] At /4
A ERIsielth H§EHE 2 528 +5-10/sec?] X5 75l o] AYimef
< OBC, A4, UHF $417], AFFE|(magnetic torquer) 5°] 5215H= A%< 7Hgst
o 49 W= ARl 'EY &= 9 27] AAE 7= A4ste] & 100819] AlEd|
o RSk, 11 8 Ak Fig. 59 Atk IR F 94%0] e 35 A5k

Table 4. System power budget

A AHE Subsystem Power W]
SRR SDR PDR CDR
Bus EPS 0.99 0.85 0.9 0.9
CDHS 3.3 3.63 3 24
AOCS 7.37 7.92 4.64 5.31
COMS 1.67 2.89 0.58 0.58
Payload Payload 9.57 6.22 3.64 3.31
Total 22.68 21.51 12.76 12.50

SRR, system requirement review; SDR, system design review; PDR, preliminary design
review; CDR, critical design review.

o ] =
TN 1

Fig. 4. Configuration of solar panels.
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Fig. 5. Result of power balance simulation — tumbling case in LEOP. LEOP, launch & early

operations phase.
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Table 5. Power consumption at each modes.

SST
mission

Normal Ground Momentum

Mode Standby  Normal Maneuver

(eclipse) contact  dumping

Power 9.74W 1265W 122W 13.16W 242W  10.66W 11.54 W

consumption

SST, solid state telescope.

w
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Fig. 6. Operation scenario for power balance simulation.
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Fig. 72 §19F 22 AU 2.5 283 w9 wiee] FHYEE Hoject
J93} Zo] viE]E]e] FHAE7E DAl AR BRI 4= 9laL, At DoD(depth of
dischargey= ZEFHE 5220 25% ©l519S Ikt

2.4 COMS

SNIPEQ] 41 A]A”S UHF band®} S-band® 7€ttt UHF tgS 949 293 =
UE RS 95t AMs/dEHED] ] $541S 98t Aol S-bande 9148 &9 T A4H
9AZ4 “dHl(housekeeping) HIOTH 2] playbackdt Ho]=E REA A/ JHFH|o]

< 93t Zlolt}. S-band GA] SAIEGE of2} =A% 7H55A] S-band $4171=
AME FAE Y3t B (redundancy) 715 % S35t} UHF the2 4719] 94do] ZH9]
Fug ARESHAT S-bandis 4717} SYSE S5 ARGt Table 63 Fig. 82 7+

SNIPE 9149 &4l F= 7189t S4l A2/ F/dE Hoj&Ert

ol

¢

o

rir

2.5 AOCS

A A7 L AloA] A" (attitude and orbit control systems, AOCS} %7]-2-%

%
7 B gulEA e St e gEsit. 27189 SHilAE Wit o) A%k

Fig. 7. Result of power balance simulation (charging state of battery).

Table 6. Communication links of SNIPE

Downlinks Uplinks
Data type Telemetry Payload data Command Redundancy
Band UHF S—band UHF S-band
Frequency 434.45/436.0/ 2,240.84 434.45/436.0/ 2,097.5 MHz
436.95/437.8 MHz MHz 436.95/437.8 MHz
Data rate 4.8 kbps (GMSK) 1 Mbps 4.8 kbps (GMSK) 1 Mbps
(QPSK) (QPSK)
Required link >3dB >3dB >3dB >3dB
margin
BER <1E-5 <1E-5 <1E-5 <1E-5

SNIPE, small scale magnetospheric and lonospheric plasma experiment.

https://www.jstna.org | 89



E

x|

S:
S

g SNIPE 2A| 2A % I

20

https://doi.org/10.52912/jsta.2.2.81

UHF Transceiver

Tumstile

——————— Telemetry

Antenna Module

f £

CDHS J Status / Command T

S-band
Transmitter

: Pay!oa[c]lrplayback

ata
Antenna Module

========= Redundancy

Fig. 8. Configuration of communication system.

4|(detumbling)?} Al A Aitol| Golstes HjFA[Fe] 7Fssiolet ettt AR =
Ho| A= SNIPES] BAA] 5 shel SSTE A+ A7) WiE e} JAS 4= Qlojok ob, H
H|3S floto] 8719 EAF WRkS sk WY WRko g HET & Qlojof Bttt olF
flste] AA= oPdETL HIFAIA, AR AlA, Aol Z(Gyro), B 5471 9 GPSE EA
skl 9lo, F=7|2E X7 EH(magnetic torquer, MTQR)2} HHAR]- H(reaction wheel)
= ARGRITE Table 72 SNIPE AOCSO] A8 AlA 9 7-5719] A2AL S 533t HAE
£ AsIl

Table 7. Sensors and actuators of AOCS and test items

Module Supplier Supplier test KARI test
ASS Domestic - Performance (simulator) - Interface check
(Sun sensor) (DSW) - Environment test - Axis test
MAG Domestic - Interface check - Interface check

(DSW) - Environment test (w/OBC) - =24 test
- Noise analysis
Gyro Domestic - Interface check - Interface check
(DSW) - Environment test (w/OBC) - 34 test
- Noise analysis
GPS NovAtel - Interface check
- =24 test
- Simulator test
Star tracker ZI0|2AH0|A - Function test (simulator) - Interface check
- Environment test - Field test
MTQOR Domestic - Interface check - Interface check
(DSW) - Performance - 34 test

- Environment test

RWA Domestic - Interface check & function test - Interface check
(Revoluti) - Performance - Function test
- Environment test

AOCS, attitude and orbit control systems; MTQR, magnetic torquer.
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AOCS HEv= T2 vt 2ok WA TAF 7)o 2445 4] ®=e) 9 7] "l
AF B=7t ok F 7H] BE9] Fe7)e BE MTQRO|H A+ A71%<] ¥shs 7HhA
7= B-dot Aol B3 Z& = 34 o] %, ofdE 1 H{FAIN Y B H TSk o185
2% HFATFE s3It

Yutn EoflAf= NI B (extended Kalman filter, EKFYE -85 Y AN2HS &
Pttt EKF= Alo|29] &% ghS 7|gko = 7t Alxe] ¥E #5 Z2iks &8st Bt
gUst AA|9F Z5 e 2] a1 Zpo| 29 HiolojA(bias)E T H F47] TSk A5l
w2} EKF WollA &-85= AlA7} Fig. 99} Zo] gzt

AAAo s A5 wE AghE 9] g o]fofli= FUSH BHERE FE B3l AlolE
oyttt vERRE Ao] BT 712291 FEYA(quaternion) H]H-H|E(propotional-
derivative, PD) AJo17] FHE A=, AFHE 0] 2jolE mEiste] 35 A|FRE 4=
St 710 okl o3t Wk O] LRSS W[5l flsto] MTQRS &3 =l
g 9% ZEZ 7EX 1 Qlh Fig. 10014 Ao 2] SE=E ZASIYIC

Table 82 SNIPEC] +&E AA|Ao] REQ} 317 7k HEOA ARE= AN E L5715
YeERHTE SNIPE ZHA| Alojolli= 718408 2715 AMGSHA| 37] wiizol| Table 9014 5=

o)

Star r__________________________l
acker Y
Ir bl = L, FEstimated Atlitude
|
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l MEMS } [ "
Gyro [ 1 |
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Fig. 9. Flow chart of EKF for normal mode of AD. EKF, extended Kalman filter.

Quatemigh Error Prapagator
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Fig. 10. Flow chart of the attitude control logic of normal mode.
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Table 8. Sensors and actuators according to each AOCS mode (1)

Initial Ground contact
Detumbling o Sun-pointing
sun—pointing Daylight  Eclipse
MEMS Gyro O O O O O
MEMS magnetometer O O O O O
Analog sun sensor JAN O @) O A
Star tracker X X X O O
GPS X X O O O
MTQ O O x x x
Reaction wheel x X O O O
Thruster X X X X X
Attitude determination B estimator B estimator EKF EKF EKF
Attitude control P: Gyro 2-axis 3-axis 3-axis  3-axis
feedback
B: B—dot

O, turn on and use it; A, turn on but not use it; X, turn off.

Table 9. Sensors and actuators according to each AOCS mode (2)

Momentum Safety
Standby ) SST  Thrust
dumping Detumbling Sun-pointing

MEMS Gyro O O O O A A
MEMS O O O O O O

magnetometer
Analog sun sensor O O A O @) O
Star tracker Ofx O O O X X
GPS O O O O X X
MTQ X O X X O O
Reaction wheel O O O O X X
Thruster X X X O X X
Attitude EKF B estimator, EKF EKF - Angular

determination EKF estimator
Attitude control 3-axis 3-axis 3-axis 3-axis B-dot 2-axis

SST, solid state telescope; EKF, extended Kalman filter.

27 A8-S St Y ZEGhrus)ol s 22717t BB S8 A8 sl Zow Al

o= ARGEA Y=t
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2.6 STS

SNIPEQ] EFZAl= #E 6U FEM 42 F8sto] B, 7], Ago] #= 6U FEA
A0l YAok= AR NEE|QI W ABAARS 95 BAM, AL 515, A= &
3502 Hosh| gt FESE o9 2 AAE, TARHEAEe R T Qo] A
SE A ol EAEE o] YylokA] goug Hro] gAjo] FXE ARESHA] gl
TZ2A AA7F 8 &7 (thermal radiator)2] JT= AHoHA "ok 181 9 HHE =
517] 3l 6u WA AMNG e FHR TS 274 F-8slal o™, LP(Langmuir probe)2] 8
BARSS Wotso] A7 EFEA T Sl LPE F-25H3

TFE2AY] 717 F=2 18189 6U FZEA|BIe] 715kt SNIPE $281717F 24 Sl ¢
A8kl 1 A7) digF 1.50 AEEA 7|51 SIS £2A 2] 8 715 27517]0f olof gt
A HEHQ G MEE $FoIt B3 7P B2 ARkE A ok= FE7|E APoto] £
AY) A= =o17] At Axgt AAHE AF2Felgiet. FAAl= LP, SST(solid state telescope),
magnetometer 2 o[5S Aol AgFo] AYH HEY T Iridium B419] 5733
9] A% % B4 MA_Eo] mEo] Itk Fig. 11, 12004 EHi= uie} Zo], A9 i, o
FRERA WE FY iR o] 12E ARt o]f= thaat 2t

e} Hojek 27 F43 AXelof s 3e7]7 2R Sl s

L ge dol Wshlo] Bk vlekit o) veEe] 9ix/sto]
gt 9 o5 BEI YA BEo] B BE o] A} g
o] Wblol o HiX| A2 Fapgunt ohlet $AEA STl e HAk o

Fig. 11. Configuration of SNIPE. SNIPE, small scale magnetospheric and lonospheric plasma

experiment.
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Fig. 12. Figure of SNIPE internal structure.
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Table 10. Natural frequencies of SNIPE main structure at the PDR and EQM(Hz)

Mode @PDR @EQM
1 171 315
2 257 374
3 416 380
4 515 468

SNIPE, small scale magnetospheric and lonospheric plasma experiment.
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H| w3t Aot afuldA] Aol Blsh AAIRISEE 7 Alofl= 7] 24 QlEHe|AE
A5t AR 7 7= o] EA19] 7ol F34 Eol AZ & & Uk “O] 1, 22} J—-(r)r%‘l
T 71 2o Bls] 24 *Jﬁﬁ}oﬂhﬁﬂ ol F87] AAH F2E0] 5
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T3 24P H0] 554 QAAE AFA ¥ FRAE 5% 54 BA
of BFAlZ Aeich= 97 tiF-Eolt}. SNIPE: HiE 22} 2179 W olEE AlQlstils
T 2AekY] dughs B9 54 GAlof WAlS et long LA HA Al &4
FF GAl arefsto] Asteiof 0}3} SNIPEQ] 7%, Al AL SAA7F Bz A4agt
7t o] o] wom g Hi QR efdRtARE(solar reflectivity)® ®ARE(emissivity)
o] B w2 HH A& AHsioitt. 121 EAet R FHE 1] gk °J2”°T'7ﬂ
317] Y5to] &M ofitio]A(black anodizing) BH S FL35teict 181 YR {4
HiR|o = F2 22 efste] I A FUHES HIGAIY B U= HHX]E]'M‘:}.

A Al FefAe] 285 I EHXE ¥7] fIstel EQM 9 FMO] GH P A (thermal
balancing testf& $=35l0] o] Axlz FZ] EAXS HA5I9E Table 112 RAE X4
eyt AEPAY IS vHlusto] £ LA} 71RGT) olUer 26k 2= S4F 9
NEES 87 A0 EA 80% o9l 2% £7%0] 3T o|Hf9] =AM Holung gdrnd
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3. SNIPE & 3 Al
3.1 EQM ¥ FM 7

SNIPE= =tHjofl A dA| o7 3& flet A 240 =M AAH A= <
3 AAIRJSEDLEQMIE Alatst] Abdoel] gt AldS dit &, HIRAFEM)S Alatst
AHFig. 13). T 22FNdE2 AU TS s 38 —?%52 o]g5}o] M o]
EQM Az glo] HIPRH(FM) E= FHFRHPEME 11]75]'0}05] HAlsle A9} uopch

EQM2 du]dAe] eigdds L4 ASokL, ZAIEAE ol oA AdES Rag =

=)

Table 11. Results of TBT and TMM

TBT hot TBT cold
<3T 22 19
>3T 1 4
Criteria 22/23 =95.7% 19/23 = 82.6%
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Fig. 13. EQM (left) and FM (right). FM, flight model.

V=S ghch AA oA o] GAAE AR 24P P02 E AdHo EFO
26U 94e EAF 02 AA5HAA EQM AIFE B3 A9 AFA &2 ujgnde A
Zgtol| A o7k AP ES AT Hoohet] 2 =0 Hith 53] 2449
BEoPE FRAE FuietA] @A, ARl FRAS A, ARSHHA Table 1294 Zo|
EQM} FMQ] &4} #7do] T o|FojFc},

EQME 7|5to & FME FAISkoIIL & 2H-S stHA of#fHd 2, 50%l| 77ke =
AteE RESS ARSSHAA HEEE 95 F529 34 ¥ (configuration control)o]l o2&
o] ATt ol U 24P HMIA7|FEC] AERE LJEIL AL, AFl gt AAH
Ql B4 TS Y% e 1Y 280 of2ARgo] U] wiiEolH, Akst it FEof| of
S A &A1 v T 9 g =a7]8ol FFo] A o] tiE] slERE SAsket
T ojzgo] UGt waEbA, ko g I AP T AR W E AHET|AES
E35] 248 folsfor & A o& ArEHh

Table 12. Configuration change between EQM and FM
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Table 12. Continued
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EQOM
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H7AH =

80|92 ?f

=
=

FHXE S| LP &2 Preamp 282 =

o
o

S-band OtE|Lt

97
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Table 12. Continued

EQM FM

GPS QtE|LY/Iridium QIEL OJSO=R +Y 85t HIARMAC S b1

-l- o ‘
J.d J-ﬂ -
G [Lt/Iridium QtE|LE O|S O 2 +X BiEk side frame & HHE
O
O | (
L ©e L ©. o L © .

GPS QtE|Lt/Iridium QtE|Lt 0|SO=2 X Eiet side frame A HHZ

FM, flight model.

53 AE2 I AT, AT AlE, Js AP OR o]FolFh EQMO] Al
32 20199 X KTLAIA 438519, Mol tish 84 A 82 202093 2021d9] 2

A AT KT 43taet. @571 A(Table 13, Fig. 1412 21 27o] okd )
o GHF Aol Hle) L& WskE AriEow A wgﬁ}% 212 85l e 4
Y

75, 4 MB ALFE Vs, BE Vleee g &

[e]
ﬂﬁm} FME 2% A8t XJ% S #aoaaau}.



J. Space Technol. Appl. 2(2), 81-103 (2022)

Table 13. Test specifications of EQM thermal cycling test and thermal vacuum test

[tems

EQM thermal cycling test

EQM thermal vacuum test

No. of cycles 10

4

Temperature range

=10 to 50C

Stabilization condition < 0.5C/20 min

< 1%C/1 hr for nominals

< 0.5C/4 hrfor TBT

Tolerance -0C/+3C at hot
-3C/+0 C at cold
Pressure Normal pressure <5 x 10E-5 torr (initial)

<1 x 10E-5 torr (nominal)

No. of sensors

26

Reference temperature

Battery

Temperature Range

A Poweron
¥ Poweroff

A FunctionTest

Fig. 14. Temperature profile of thermal cycling test.
Reference Temperature (celcius) A PowerOn
[ v Power OFf
% ] A Function Test
. E : | i 1| II"K']I |I """ \ Ii"' A Thermal Balancing
E ! / |
£ 1 { ™ [ ™| B \ Toaries A FullLoadOn
an { 1 f | |
: | | | ! I| \ f | W FullLosdOft
10 : ,'.I || .II II II I| |I I| :
v { | |I I| | I I \ h
Al A ‘J \ | | f I' | I| waA
E L L T R | | \ | \ { || | o
1 |
1 ! |I I. |I | | 'I / i
. I | | | | \ | | | 1
10 i i I 1 | { | | I| 1
1 | | | | | | | | 1
l | Il | | | I' 1 | !
o : ! f \ f { f | f :
I 5 | | ||. | | ;:II ', | 1
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Fig. 15. Temperature profile of thermal vacuum test.
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AFABE W BN ol Ak TMSE, A5, 28 T 30 AL AreAS
HE ABOIt, B S5t 9 AR ASABE Wil A A

slolsh= = S
5 SR AREEH, TEbA ASARE Q1894 Th=o] ofd ARt 911 A= Al

F3YsHA Hrt. o]= Qlsf & 7hxlo) Hlsf gt XFshEo] R 249 7}oHXl7ﬂ
=tk EQM2] X EA]‘@% Table 14, Table 15, Fig. 169] A} 85x70] w} 20199 %0
xR FYPEoH, o] off WS AR FAES] FA%NS 2-85to] AA| Akl 2F A
Z3H= 221 AFL 2021499 3= it
SNIPES] 58 AIR 2] AlFAR1 88 Axte} A, A&, Al ZHgollA AAE =A1R
1?4 e vk, o2 IS B 24P EY AlRet g 52 the
2306,8-12152 Farsh| vt

uN' ull

Table 14. Vibration test specification for qualification level

Quasi static 10G

Sine vibration Omitted
Random vibration 7.4 Grms, 20-2,000 Hz
LLSS 5-2,000 Hz, 0.15-0.4G

Table 15. Random vibration specification

Frequency [Hz] Amplitude [G"2/Hz]
20 0.02
50 0.02
100 0.02
200 0.05
500 0.05
1,000 0.025
2,000 0.013
RMS acceleration [G] 7.42
Duration [sec/axis] 120
Directions XY, Z
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Random Vibration Test Specification
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Fig. 16. Chart for random vibration specification.

4.

uy
rhu

2 =RollAE 20231 TAF ARl S HR JAT 9588 WSS SIRE SNIPE 9143
A GAEA F8 W83 i ZHgel sl Avfsnt. ] 'RiAleL 22718 ARt
6UF 24394 M2 Fdolxe &8 AAZCEE B AFEH, TFF & =70l
71&% A4 =8 W8 AP IS0l fARRE HE BAAIE ARk oUg 24394 i
ol {83 L Amrt 2 A0R 7|thgith

ZAte 2
£ QT FARATY AR S YRYIFATY DA SFBY B
8 2251 AL A o] Polm, FARATAL) XU P,

References

1.Han S, Choi Y, Cho DH, Choi WS, Gong HC, et al., Analysis of CubeSat development status
in Korea, J. Korean Soc. Aeronaut. Space Sci. 45, 975-988 (2017). https://doi.org/10.5139/
JKSAS.2017.45.11.975

2. Cho DH, Choi WS, Kim MK, Kim JH, Sim E, et al., High-resolution image and video CubeSat
(HiREV): development of space technology test platform using a low-cost CubeSat platform,
Int. J. Aerosp. Eng. 2019, 8916416 (2019). https://doi.org/10.1155/2019/8916416

https://www.jstna.org | 101



EPS=

A2 SNIPE 2X| gA & 71

102 | https://doi.org/10.52912/jsta.2.2.81

3. KimJ, Kim HK, Kim M, Kim H, On-orbit thermal analysis for verification of thermal design
of 6 U nano-satellite with multiple payloads, J. Korean Soc. Aeronaut. Space Sci. 48, 455-
466 (2020). https://doi.org/10.5139/JKSAS.2020.48.6.455

4. Kim HD, Choi WS, Cho DH, Kim MK, Kim JH, et al., Introduction to development of a
rendezvous/docking demonstration satellite, Proceeding of the Korean Society for
Aeronautical and Space Sciences Spring Conference, Byun-San, 17-20 Apr 2019.

5. ISISPACE, 6-Unit CubeSat structure, (2009) [Internet], viewed 2022 Feb 20, available from:
https://www.isispace.nl/product/6-unit-cubesat-structure/

6. Kim MK, Kim HD, Choi WS, Kim JH, Kim KD, et al., Launch environment test for scale
magNetospheric and ionospheric plasma experiment (SNIPE) engineering qualification
model, J. Space Technol. Appl. 1, 319-336 (2021). https://doi.org/10.52912/jsta.2021.1.3.319

7. Kim JS, Kim HD, Thermal model correlation and validation of a 6U nanosatellite with
multiple payloads, Int. J. Aeronaut. Space Sci. 23, 207-220 (2022). https://doi.org/10.1007/
s42405-021-00409-4

8. Kim MK, Thermal tests of the engineering qualified model of nanosatellite SNIPE, in KSAS
2020 Spring Conference, Hongcheon, 8-10 Jul 2020.

9. Kim MK, Orbit environment test for nanosatellite SNIPE flight model, in Proceedings of
KSAS Fall Conference, Jeju, 17-19 Sep 2021.

10. Kim MK, Second launch environment test for nanosatellite SNIPE engineering qualification

model, Proceedings of KSAS Fall Conference, online conference, 2 Sep 2021.

11. Kim HD, Choi WS, Kim MK, Kim JH, Kim KD, et al., Results and lessons learned from
nanosatellite space environment test, J. Korean Soc. Aeronaut. Space Sci. 49, 919-931
(2021). https://doi.org/10.5139/JKSAS.2021.49.11.919

12. Kim MK, Kim HD, Choi WS, Kim JH, Kim KD, et al., Case studies and lessons learned from
launch environmental test for nanosatellites, ]. Korean Soc. Aeronaut. Space Sci. 50(6),

423-433 (2022).



J. Space Technol. Appl. 2(2), 81-103 (2022)

Author Information

2 s

haedkim@kari.re.kr

KAISTOlA 20099 &5-9-53t BiAtslolE
okt 1996W5E 200097H4] (FHFHSF
GO RS T 200087 E AF7HA] g
FFBFATHNA A7 Folct. ofjtY]
3 TAX A Aol ofsiylon, 95
7] AREA SW, WHAAE AR EEE,
6UHF 24393 7 HAES] AFAUAE LokoH, a4 o=
27| 55AA 7% 9 A=A 71 idstar Sl

ﬂll

2y

wschoi@kari.re.kr
AgHistaolA 2003 AAESE sAL POS-
TECHOlA 20084 7[A1Esr AARHIE FE
Sloit}. 2004\d5E 20099714 YR HE
2, 201095€ 20139712 @rfaksAtelA
AZEIHIL, 201485 E I=EFFFATY

Lol AF Folck. 952 WAN2Y A4
%H*é 7H 2o ’é’rﬂio}‘ﬂi GVH :LZI—TL Sk

mkkim12@kari.re.kr

2012\d0] Agietuolr 5933t HAL

A5 5 dRYBOEATR] I

AT FYNA BRE e B v
AL, e 24P T ARl Fofst

T 9l & QEoks thesld A7EAA

g AA A siAola, PR /A A

< Aol FofsiaL Aot

jinhkim@kari.re.kr

20109 Sdvictuols dtERYAgst 4
AtetE H— 191, 201649 a9
T JAfste] e27] SEAA Ve
2 A=IAR 7Ee Aigsta ok A
ATREok= Bl 718 ARGAR1A 7H s
ojt.

471" KiduckKim@kari.re.kr
KAISTOllA 2013, 2015, 2020 &, A, €Al 5F
e F5oRL, 2020958 A= FAT
B = oA AAddrEoz A« Folch. A =

- 2P AAA A A} FER/ = Ve

D g st ek

4 XA jiskim@kari re.kr

SEstolA 2018W HESFS}/ 71488t
SpAtelolE W, 2018414 Telr|&i
shlolm(USTI) AE9FATY A
2ol FB9FALATE Al B

‘ . of it WA 24PV IR A 2L &
@ Zond]7] 71 el A7l Helsta gl

X S8  donghyun.cho@pusan.ac.kr
2012¢ KAIST ¥3-95385
31, 20119E 202197H4]

oA 2

sla} up &5t
AFGFOFAT
S]] IHRA], 22894 Aol

e W 2R AAE st B4
2021835 wquv PRI 2

M 2 A7 Folr, BAROIRL IS A7

HA AA, AZ2 A=A, %‘JlE*J/ﬂHlﬂ 7l&elt.

O] X Tl  jjlee@kasi.re.kr

KAISTOllA] 20029 &5} HIARRIRIE ok
2004d+E 2006971A] UC Berkeley Space
Sciences Lab.ollA] BFALS A= o = 2006
HRE 20079714 KAIST A5 dA+40]
Al LRSI oH, 200795E XF7HA] gt
HEATHoA LRt k. HesE
2A 1, 24 35, ohEAAE9d 13, rJr
lﬂ st '%Lxﬂxﬂ 7Rk ;‘“310}"‘ 0‘11

https://lwww.jstna.org | 103



J. Space Technol. Appl. 2(2), 104-120 (2022)
https://doi.org/10.52912/jsta.2022.2.2.104

x4t 88
Journal of Space Technology and Applications
pISSN 2765-7469  elSSN 2799-3213

Check for
updates

Received: April 12, 2022
Revised: April 24, 2022
Accepted: May 8, 2022

TCorresponding author :
Jaejin Lee
Tel ; +82-42-865-3248
E-mail : jjlee@kasi.re.kr

Copyright © 2022 The Korean Space Science

Society. This is an Open Access article
distributed under the terms of the Creative

Commons Attribution Non-Commercial License
(http://creativecommons.org/licenses/by-nc/4.0)
which permits unrestricted non-commercial use,
distribution, and reproduction in any medium,
provided the original work is properly cited.

ORCID

Jaejin Lee
https://orcid.org/0000-0002-3367-3346
Jongdae Sohn
https://orcid.org/0000-0002-6572-622X
Jaehung Park
https://orcid.org/0000-0002-1272-508X
Tae-Yong Yang
https://orcid.org/0000-0002-5725-9828
Ho Sub Song
https://orcid.org/0000-0001-5371-7003
Junga Hwang
https://orcid.org/0000-0002-6862-5854
Young-Sil Kwak
https://orcid.org/0000-0003-3375-8574
Won-Kee Park
https://orcid.org/0000-0002-8292-2556

104 | https://doi.org/10.52912/jsta.2.2.104

SFL| BES Y5 FHAUN TOM AT

O[XHZIT, £Z0f', HIXE"?, YEE', $34"°, &Hot'?, 2P, 8elo|!

=

SNIPE Mission for Space Weather Research

Jaejin Lee!", Jongdae Sohn!, Jaehung Park'?, Tae-Yong Yang!,
Ho Sub Song!?, Junga Hwang'?, Young-Sil Kwak!?, Won-Kee Park!

'Korea Astronomy and Space Science Institute, Daejeon 34055, Korea

Deperatment of Astronomy and Space Science, University of Science and Technology,
Daejeon 34113, Korea

SDeperatment of Space Science and Geology, Chungnam National University, Daejeon
34134, Korea

L

EQM(Small Scale magNetospheric and lonospheric Plasma Experiment, SNIPE)Q| 1tsiR = M2
H USSR AR S2UR0F AR ST AR HelE #HEol= A0|C. 01 fio 4712 6U REL1d
(10kg)0| 21 2 500 km FH== UAFE OFH0|H, S 1 7+ H2l= T Hif Yn2|F0f QJsh 4
10kmOilAl == 1,000 km 022 HOELt. 2F £7(0= 4712] 20| 22 H= HHO fIXlok= &
CHHIAS ST F A0 LIZHS| BiX|=h= St 2 MBK5I0] 47129 M2 CHE XI-H0IM Z7H521
HelE HEOA| ElCt =M= X BEY|, FR0 B, A2 EE SFEN HE FHPPE 2
210l BAED. 2= #=71= 10 Hz 0142
0] Qo= 0j2|CE St 2=

QU 71312 MBBICH QMR T Xl B2AX0 UE Fy5, TE HY M
7

=2 Al FolisE 7N RELG0 2Kt SA A,

E
0£
ne
0
ok
ikl
Off
ﬂllﬂl
ox
ol
3

oS HE U S

ol ZapR0

of EfFE0| LFTEMOf HESH FakS
204 2ol 7IXFSAEL HIO|ZH20IA LAFE OFOIC
Abstract

The Small Scale magNetospheric and lonospheric Plasma Experiment (SNIPE)'s scientific goal is to observe
spatial and temporal variations of the micro—scale plasma structures on the topside ionosphere. The four
6U CubeSats (~10 kg) will be launched into a polar orbit at ~500 km. The distances of each satellite will be
controlled from 10 km to more than ~1,000 km by the formation flying algorithm. The SNIPE mission is
equipped with identical scientific instruments, Solid-State Telescopes(SST), Magnetometers(Mag), and
Langmuir Probes(LP). All the payloads have a high temporal resolution (sampling rates of about 10 Hz).
Iridium communication modules provide an opportunity to upload emergency commands to change

operational modes when geomagnetic storms oocur. SNIPE's observations of the dimensions, occurrence
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rates, amplitudes, and spatiotemporal evolution of polar cap patches, field-aligned currents (FAC), radiation
belt microbursts, and equatorial and mid-latitude plasma blobs and bubbles will determine their
significance to the solar wind-magnetosphere—ionosphere interaction and quantify their impact on space
weather. The formation flying CubeSat constellation, the SNIPE mission, will be launched by Soyuz-2 at

Baikonur Cosmodrome in 2023.

Sigol : Fue, CaM, Held, A1, Sekxnt

Keywords : CubeSat, SNIPE mission, ionosphere, magnetosphere, plasma
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Fig. 1. Imaginary picture of the SNIPE mission. SNIPE, Small Scale magNetospheric and

lonospheric Plasma Experiment.
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Fig. 2. Electron microburst precipitation observed by STSAT-1[18].
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Fig. 3. System configuration of the SNIPE mission.
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Table 1. SNIPE bus system specification

Subsystem Specification

Attitude determination Three—-axis attitude control by reaction wheels
and control subsystem

(ADCS)

— Field aligned attitude control during microburst observation

Accurate GPS system for position and velocity determination

Attitude information from Sun sensor, star tracker,
magnetometer, and Gyro

Attitude accuracy: < £1 deg

Command and data Communication between OBC and payloads with CAN BUS

handling subsystem
(CDHS)

protocol
Onboard flash memory: 4 Gbyte

Electric power subsystem
(EPS)

Deployable solar panel (44 W)
High capacity Li-polymer batteries (40 Wh)

Communication subsystem
(ComS)

UHF up/downlink: 437.5 MHz (9.6 kbps)
S-band up/downlink: 2,240.84 MHz (1 Mbps)
IRIDIUM communication (128 kbps)

Satellite propulsion
subsystem (SPS)

High performance micro-thruster (Cold Gas Thruster)
Del-V: ~50 m/s, Thrust: 20 mN

Structure and thermal

Dimension: 10 cm x 20 cm x 30 cm

subsystem (STS) Mass: 10 kg
Flight software (FSW) Cfs
Linux OS
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Fig. 4. SNIPE science payload. The SST, LP, and Mag are integrated into 1 unit.
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Fig. b. SST energy spectra are obtained from isotopes, Ti204, Bi207, and Ba133. SST, solid
state telescope.
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Fig. 6. The Langmuir probe is attached the the backside of the solar panel.
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Fig. 7. Noise measurement of SNIPE Mag. The standard deviation of the noise level should

be less than 1 nT. SNIPE, Small Scale magNetospheric and lonospheric Plasma Experiment.
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Fig. 8. Concept of the IRIDIUM communication with SNIPE mission. SNIPE, Small Scale

magNetospheric and lonospheric Plasma Experiment.
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Utilizing Software-Defined Radio, Reception Test of AIS
Payload Used in a Cube-Satellite
Shin-Hyung Kim, Chang-Hyun Lee, Gun-Woo Kim, Dong-Hyun Cho'

Department of Aerospace Engineering, Pusan National University, Busan 46241, Korea

Mk S0 AN MEIRFSAIHEAAE automatic identification system)% Ot GO Met 235t HL

St YHE WISkEEE OfL|2t S| ST ERolCt. J2iLt Ol= it

160 MHz2| very high frequency (VHF) CHES AL2&t SA0| X7 ZEZ Qo EA1 AH2|Q| &tA47t
(o) (0]

FldE Sat otiolal UKL MHES| =AY P10 thotk= OFY B2 A20] 0

—
oIS 9

=M= ATEL0 FO| 2T2(SDR)E 2010 ZANANME MUrEESEY
X9 £AAHE SHOIGCH R820T2 SDRE &6} SASH| Mekl Q= MEtO2EE AlS(automatic
identification system) HIO|EZ X611, Adaim-Pluto2t THEZ AIZZIZE S50 0|12 &AM
2 U SHEE AEOIUCL Eot ZAPVIE 8 ALK MSM7|7t QfshiXl= 1

YOl IYS Sall AIS EXHAIA AIS CIOIES] 4 HE 0EE AIHBIACE

Abstract

Automatic ldentification System used in ship communication is required for marine control way, including
monitoring of vessel operation in coastal and exchanging of information for safety navigation between
them. But, it uses a very high frequency band of approximately 160 MHz, and at the same time, due to the
curvature of Earth, there is a limit to the communication distance. Several demonstrations were made
successfully over satellite, but not much work has been done yet through cube-satellite which has low-
orbit at 500 km altitude. Here, we demonstrate a reception test of AlS (automatic identification system)
receiver for a cube-satellites using software—defined radio (SDR). We collected AlS data from ship at port
of Busan, Korea, using R8202T2 SDR and established to transmit them using Adam-Pluto and Matlab
Simulink. The process of weakening the signal strength to a satellite was constructed using attenuator.
Through above process, we demonstrated whether AIS data was successfully received from the AIS

payload.

o] AN 2T, 2EE0] o] Bl o, SR, HIAE

Keywords : automatic identification system, software defined radio, payload, unit test

https://www.jstna.org | 121


https://crossmark.crossref.org/dialog/?doi=10.52912/jsta.2022.2.2.121&domain=pdf&date_stamp=2022-5-31

AZEY 0| HO| BC|9S HEF T4

122 | https://doi.org/10.52912/jsta.2.2.121

AuRRs Al A A=l (qutomatic identification system, AISyS AHFo] Ao A1Y 59 Adt
HEol 29t H, ¥k JH 52 VHF(very high frequency) 84102 Adl = SAfo] A5
03 FpAloke Aoy, 20024 o]F &2 FA|AR |7 International Maritime Organization,
IMO)OA= o] AIS HEE Z-gsto] sdTA| o s ARgsha, Aut AE 53 2 A}
7o) ik, At sio] Aut 23 mUEF Z-8st7] Ash AISE AesHATH1]. o]+
AISE &-835to] BHA9] HHEE o83t At SEHA] D AUl HAYA] A /4159 ZF
< 154330l E8ska ATH2-51.

AlS= S &7 TAE 1% A% Au-Ad B Aub-SA] 7F 5412 Agsk=dl, VHF
Wi JH9] FulE ARESHY, o]of Wt LOS(line of sight) ¥FEFe] o 40 NM(nhautical
mile)?] BAIYE ZH=tHol. wetA AlSE Aldto] 2 84E ol s oled o A2
FEE sto] Huprh FAEA] = Aol YA ] whizoll $AL EA17F 23St o] wt
2} §A] A9 Ar AIS AHe Al 4= Jlo, Aukel A7t Hofx| Al EH 4lo] ¥
A o¥=t} olZ |2l Y& UAV(unmanned aerial vehicle)S 83t A1) AIS E41H
= Wole AlAgoe] ARFE AT

FAR] Rk SEluRte] &R 83AIRA SEuEte] s S Qls 7IRE Ajlolth =
ol 2 RIHsH| WAYsh= s Alazet OH”'O}X*J F87d0] Si=HA AIS 87 5

N
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w
ox,
HE
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mlo
Rl
)
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)

0% Tellol ST Y9I SHISE oz 9 AeE )
RLESS ?*354211 24 el thsiol AT E AAsigic ol

Hon, Ad JHE AgoR ;q\:}’—p_ = /\°”°P‘ FELVEE /Ndstarat stk
2 =olAe FEGN 28T A FAA FHY Al
2}t] @ (software-defined radio, SDR)E &-&5fo] AL AIS 417
9 &S oAk S

2. PNUSAT-1
2.1 PNUSAT-1 2| 2S0] Chgt AN

BA) 24% 94 PNUSAT-1(Pusan National University Satellite No. 1) 7]& AIS

A S0IA S B= B3l sidsta, ofz] 9] A FERE A

o] =T 4+ U= FESolnk. =A| AHke] s 7t ofF Al Aul-£A] Tt FAlo] £7Ft

7% Fig. 13} Zo] Y& oldslo] AIS HEE FET 4= glom, oF 100 kgoll €= 7]

S9789 1/2500 sigsl= 4 kg vIREe] FELE ol-8sto] #H|-E, AIS 914 A
EEZ FHS]
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PHUSAT-1 ——+ Downlink
v —

st AN

Fig. 1. Concept of operations. PNUSAT-1, Pusan National University Satellite No. 1.

oI gel AIS s=21710] o
‘gl skl S5l

st
o=
957 3

2.2 PNUSAT-1 0f|A{

Fig. 29} o] AdHolM $&3sh= AIS 4eg 940l

QubeAlS BES 41431t} o= 1U+ 3719 FEYA0 &Af 71t Z7]0]H, Satlab it
QubeAlS 2Eo] £ He= AIS 418.9] Raw Datar= NMEA(Nation Marine Electronics

oflA A&FotATt.
Association) EF& WZ2H, oA|Z Fig. 33 At} vl G492 LEEH A ATHERE Zb

A= ofulE 245k T2t 2ol

Fig. 2. QubeAlS module.
6) 7)

IAIVDM , 1,1 , A, 14eG:o@03408sd<1.91 :a, WF=062D , 0*7D

2) 3) 4) 5)

1)
Fig. 3. AIS raw data. AIS, automatic identification system.
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@ AIS VDM message

@ A =4 4

® AA FF5e =

@ AR HE TR 75T 5 s SARE
® “A” or ‘B’2 YEFHo]X]+= AIS Channel

©® AEF g HlojE

@ CRC Checksum

©-2 27} Yot= Ao digt RS Vel ASCI GHIE Hiold 2] FA08 HHE]
o, o]& F33Kencode)=|Artal L3It o] & SiAsh= WS WA 2%14= FAlog WHE
o} 71 & vEEold 27145 Table 10 %A o4 (parsing)oh= 28-S AR 1L ZH2H9] AL
EESS 107152 HSlotH A THE -85l 24429] Adt JrE 33 4= Qi
QubeAlS H&9] Al 7]&H dlole A2 B2 Fig. 49+ Ztt. $:417] A% ool
8 22 BX7|(demodulaton)®t H&8Kdecoder)oH, MEFE HOIEHE KAtk AIS 1|
AR &2 #ele A3k wth QubeAlS BE W Ao wt F 749 AIS AHEEE
22 B Ad 3 9 4 Eesh] el A e o5 "eEnt a9 o ZEF
dlolelolA 3 FA7|7F AgE|o] oA 7hs3t S HATITE 9504 =AlE ALS
HAR = H +4 kHz9| =E2] Holg vk 4= 9lona Bx ¥uaEo 34 oAE X
ok ol SA Foke 247171 ARgEE w3l "E9] 82 GMSK Ex7]9] o] A
31, 9,600 bps HIE AEYHS] A4S sl Azt & o] B+ E502 HAgHrt. upA|
gog w7l HF o] osf) BlE AEF0] SHE HDLC Za|Y] %9} CRC CheckSum
< AR oleh 22 7S AXH Table 29+ 22 40 byte?] 2715 7Fdck 1 % D
7teof| 244 HolHE Agzoz oiag ZZAIZ 4= U9,

)

Table 1. Bit field description

Ship’s information Bit Description
Message ID 6 Message identification
MMSI number 30 Maritime mobile service identity
Longitude 28 1/10,000 min unit
Latitude 27 1/10,000 min unit
Direction 9 0-359 degree
Channel | Packet - Center Freq.
Filter Detector Estimator
s st e :
Input ! :
1 L
Packet Clock & Data Packet
Filter 4 Demoduistor [— Recovery 1 Verfication [ %P

Fig. 4. Overview of the demodulator and frame decoder.
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Table 2. Data size

Data type Size
Raw data 256 bit
Decoded data 40 byte

Fig. 5= QubeAlS E&0] HES Igst7] ol AHA| ARtet de Hes Hojsa gk
A Heo] S5 HdZ AlS ZAH F-50] R37E 3.3V, 5 VE &5 o] EH; Pl
AYEE Folo] A& FF5taL, P2 AYEE S5to] AIS ZAIH iFol 14T 4= Sick
1% 8% 29 AANA vlUZ(Minicom, AlZE FA418 EUY)E AR8sto] A4ttt

Fig. 6 U= B0l A3t BPolE HolFal ok UART -S4l ARG Zlo)7] o
off Rl &9l 115,200 bpsE AHshFaL, CSP izl 7] sf 742k Alo|Eg ]
e 77 A A9 =t

QubeAlS Receiver®} HIHEE 7o B 9 Ho[HE 54T & UE= Satctl= AME
3t} Satctlo]®t Satlab control®] 2kAFe]™ QubeAlS Receiver?] AZALNA AZGE c<1o]
AT o[t olF HupAsH | s WafE ARESH= Aol AFEH, o= AZE HE 715
9] &FAAof| gt Cross-Development ToolZH Y= A58} o[t} Fig, 70 Adutd
o] =EEE IS UEgIch A o2 o] APutlE 53 QubeAlS Receiver?t 9

% HolEE SpAld &

Mo

Fig. 5. Power line.

‘> mount -o remount,rw f
echo 115288 = /mnt/
echo decault=

3 > /mnt,
= /mnt/ro

Fig. 6. Minicom command.
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v

-l satctl

1 configure bulld

Fig. 7. Build process.

3. SDR 7| &8 AIS 7= Al™
3.1AIS AIHE A" 14

T FAE F7F =209 AHUE tE= &% FH|ZE Qlsto] |A7F g Holt, w}
24 9448 BES FolA A SAAEE itk RS 2941 E8Rlo] tHEsitt.
E3F gRtHog Qg8 HEo) tigh AP S9 BolA XP=7]0f ol=gt e arefsto
Aol A A RAGE dAPAZ 73S WEIA}; gl

olF 93t SDR 541715 83t AIS F& AIE Y] 43 Fig. 8% o] /35t A
WA GAE R820T2 SDRS &3l - ZAIA AIS 425 £ 4= L, F WA oA
2 379 A5E 7R AFA Yol A Adalm-Pluto SDRS &-g3to] 418 4= Jct, up
Aeto g AIS Als7 87H] 21 ATE voi AfE= A2E HARSH] S8 347
(attenuator)g AR8ste] FESIT ol2eh ALY © QubeAlS EEOJA AIS 415 F=410]
A2 ==Aof gt A Z1Pstdct.

3.2 SDR #AI7|Z £3t AlS A% HlO|E| &S

7129 FHert A4 AREES JHste] 1A 7]seldH SDRE Hulo]2of
HE AARES FAIS) 2ZEol vt 2 2 715 B FAloltt. whebA, skt
of A&tk 8-8°] 7hssitks Aol k. o=et SDR +4V|E Ao ek A=
FHLZ 7H0] AHA o= AFstH, 27)7F 23017100 okejellA HlolHE 3571l gl

AIS Data R820T2 SDR Adalm-Pluto SDR Attenuator QubeAlS

Fig. 8. Overall system diagram.
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Stk E3F MATALB®] Support PackageE 882 & 310l XS] o] Hrlo] 44 o]-go]
7Fs3H, olof 23t SDR 417124 R820T2 SDRES 41451301, Fig. 9o Urehfiict.
Fig. 103} Zo] lLERo| AX|sl= 752 A XPsiqitt. A wiA DA = AQte] Adro
2HE A4 AIS AZE A5} 3t} o]E L1551 Fig. 113} 2t
ESH Fig. 129} 22 MATLAB =-2(Add-on)ollA] Al-85k= ‘Communication Tool Box
package for RTL-SDR'E &-&& 5= =5 ZI33trt.

Fig. 9. R820T2 SDR. SDR, software—defined radio.

Fig. 10. Installation to laptop.

FR
R N

AlS Data Collect Signal Save

#E wel
e W amed
A Makivirks
e ¥HY
pplications
Discplines. 3
P Matsons 5
E
ik Ll Communications Tooltox Suppart Package for RTL-SDR Radio % 7/ Luitiorks Cemerunistions Tocton Tesr R 4
i RFL- 808 :
rachical SOR $YS10MS USiNnG COMMENICatons System ToaRox ™ Support Package 10f RTL-SDR Rasio. Suppor enaties you to use
USB 1301 36  StaNROne DarGRRIa ok
B2 WEIY
Pp— ¥ | FMRDS Recelver with the RTL-SDR =2 101 % -

Fig. 12. Add-on communication toolbox.
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E8kA Y ‘Ship Tracking Using AIS Signal Example.m’ =5 AREsiH, AIS 4159 &

o= 2 161.975 MHz, 162.025 MHzo|7] wi&o] F-A5F1~(center frequency)s 162

MHz2 AAJettt. A9 i Fig. 133 Zo] B2 Aukso] Ausf Qe FARY Al 47F

ol A Z¥stoict.
oF 22 &< 4lE X3YRE F, MATLAB 7|5 5 BasebandFileWriter 35 ©]-8-5}9] sf
H4E2 Table 33 Zo] HAHsIqrt o] 5 Bl
gt oot

YoleE Agsigict. ofn, A4
e)o] Holel bb F4I9] Thlz A4 4 e,
Aske molzn, AlS A 452 %

ﬂi¢
Fig. 14+ o]o ojst

Fig. 13. Location.
Table 3. Parameter
Parameter Value
Baseband sample rate 230,400
262,144

Sample per frame

>> bbw=comn.BasebandFile¥riter( ais_test bb', 6262144, 162e6)

Command
>> bbw(rev);

ais_testSbb

ars_test3bb ais_testd bb

yis_test2 bb

ReSU't ais_testbb
ais2_test3bb ais2_testd bb

ais2_test2 bb

ais2_testbb

Fig. 14. Baseband file
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3.3 SDR &417|2 S8t AIS H0|f &4

A ZAE AIS A58 $41517] 9510 Fig, 159 22 Adalm-Pluto SDR ZE& 4745}
it s SDR $4171= SDR $5417] B F H|wd A7he] 44|91 §hH, R820T2 SDR
FA717F 2] B3t $Al 7155 AFstal k. Tt e AE X|4]o] REsirlake gyl
Eo] 47 Hi& & U= 1QtEo] glomg L= og RF W A EAl 7% tigh 7|2
£ g 92 5 A & e ARERE ofygE}, MATLAB Simulink AZEgo] 1f7]%]
£ A Yst7] wigoll 1% AREAL QIEEHOIAGUDE Bl F&stal vEA g2 & U=

E3H SDR HE2 & olf= AA S04 f/4do] Aduke 3l A © Holof w3
Aol E5E ARE B4S wAlel] Solt B Roj 48alA) ikt 2% 9
149 24000 vhe 82 AE 949] A0l /5T A0S Asol i w4l 7
53t SDR 2E& A-&5t9rFig. 10).

T WA DA Fig. 172 o] oA 22FE HA| AIS A5 $&3) EarA} $ith MATLAB Y
Add-on "IFl4] ‘Communication Toolbox Support Package for Analog Devices ADALM-
Pluto Radio’& F7F5H Simulink WollAl Adalm-Pluto £5-& A 4= Ut

Fig. 187} Zo] MATLAB A& 304 ‘baseband File Reader’ £Z3} ‘Transmitter &%
S A3} Reader £20= $HA E2 bbitAS, Transmitter £5 W AJ¥H4ol= SDR
FAZIE AREFS Tet HE2 o st A siglE ul 2HE Aua

22 Spectral analysisZ2 A& A3}o|t}, Fig. 19= AIS A& $A161A] 431 Q1S o,
Fig. 202 AIS A5 S4lskal 3k& Wo] 2TE Ko Fig. 20004 AIS 4129 Faut
PG 160 MHz F-2oflA A3 vlasie] WMot A7]= Zos & u) 202 55
1 SlE Ao R i 7Rssigitt

Fig. 15. Adalm-Pluto SDR.

Fig. 16. Installation to laptop.
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Data Transmit Data
Fig. 17. Second process.
Baseband gata  ADALM-PLUTO
Reader v Transmitter

Fig. 18. Matlab silmulink structure.

Fig. 19. Normal state.

Fig. 20. State using Adalm—-Pluto SDR.

130 | https://doi.org/10.52912/jsta.2.2.121



J. Space Technol. Appl. 2(2), 121-136 (2022)

44

fol

34 4

QubeAlS &2 AHE 500 kmol|4] 28t} Fig. 213} o] AdloflA &5 AlS 4%
7F $8&E A FAAF 500 km, ) ZAAE 2,100 km)7H] AG=ls 34olA A1 A7
(dB)7} #asHA Het), olgt S AR &A(path loss)ol2} gt} o3t A4S 744
718 AMgsto] FAsHER g Zlolt}. ojuf A3 AI7(dB) HATRE A B AR &4
(free space path loss, FSPL) AXFAS ARESHG] 0m, =412 o2}k ZTH10].

_ (4ndf)2 0

A: A3.9] 1-(m)
f:A150] F3(Hz)

d: 41 AZ(m)

c:919] £%(3 x 108 m/s)

FSPLA] <0 logE 38l dIAE(dB) 992 AT 4= 9t

4rdy?
FSPL(dB) = 10log,, (T)

41
= 201log,o(d) + 201log,,(f) + 201log, (T)
= 201log;o(d) + 201log;o(f) — 147.5 @

Al £41719] ARl ZHG transceiver)d 943 =41719] ARl ZHG receiver)e e}
FSPL(dB) = 201og,,(d) + 201og,,(f) — 147.5 — G, — G, 3)

Class A A1efo] tiisto] HERZ A7 AIS AT &5 o] 125 Wol=2 dB T9i2 &
Ak 11 dBolth. 14 41719 Al F2 00 24522 0 dB= 7Hyeich

500km

2100km 2100km

¢} A4

Fig. 21. Distance.
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G, =11 dB
G, =0 dB @)

AlIS 1= 162 MHzOl thste] H4AE] 500 km(91/do] Ak Bi2 Qlof] e i, = 9143
1), 8ARY] wE Ho A 2,100 km wfol] AlAte] B vhaat At

FSPL(dB) = 2010g,,(500 X 10%) + 201log;,(162 x 10°) — 147.5 — G, — G,
= 119.6 dB(w)(= 89.6 dBm) ®)

SPL(dB) = 2010g;,(2100 x 103) + 20log;,(162 x 10¢) — 147.5 — G, — G,
= 132.1 dB(w)(= 102.1 dBm) ©

kA AR A% Al71E 120-132 dBW) (= 90-102 dBm) HE=9] 7471 Lojdtia & 4=
et whE Ao ARgsH= Adalm-Pluto?] &2 T 7 dBmO|E& olE T3] 127-
139 dBw) (= 97-109 dBm) 34l 35S RhEolFH AA| A5 Al7] 7Hh 73S HARSE 4=
At

Fig. 22+= 0 dBHE 30 dB7HA] 10 dB 7FA 0= A &= b= A7 1783 7H4)7]o|ch,
o]Z SMA AlolEL AR dF=E AZ3Io] 120 dB 32 130 dB 74| 4L wHs & QU1
10 dB ©Jst2]9] 4=2]= Adalm-Pluto®] AlEH A 34 ARl 2 4= dB ©9I= AT
T UoB R g E= 4 S THE 40 Uk Fig. 232 EH 02 Adalm-Pluto SDRZ}
A3 o]t

Fig. 22. Fixed attenuator.

Fig. 23. Connect to Adalm-Pluto SDR.
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3.5 Al Z1}

Fig. 24%= QubeAlS H59] Al H53 HofFal Qlrt QFEUe] 735 A719] VHH thY <] A
5 ARSI A Y o) VR AR 132 dBE BAKSE | 91510] Fixed Attenuators
140 dBE 23T o213t A3LollA] Fig. 25 QubeAlS HEOIA Q] 4241 ATES HojZc},

S ANEA GYH 0= HolEE Eohs B4 BT 910, Channel 1& B5
of AP AL & 5 Qlok 04690ea74000000242c32094181068d899c601854f3ec7’
£ QubeAlS 2E9] £ Ho[EEA] 16315:9] P402 HAF|GIH o] HolHE si4sk=
WL 2R WA HE & FAFo2 F8EE ITU-R M1371-5 & Hoﬂ 71354 AIS
tlojg] F2log 234 FES I (parsingdtth 1 ¥ Zzko] AE FHES 10358 W
ghoto] Mdh JHES A& S Utk

o3t Y&l o] BHL COSMOSER= T2 138 oA Z8|(Ruby) o1& F@A3IATL 1o
2 A3k= Fig. 263 2t dldolsdFAEHS(MMSDE Hlws) Y M2 5Ystaa, 78
Haf Q= AFEE ASE skl whizell A3k (rate of trun)a} A= (speed of ground)

A,:L

Transq;_j}___ Attenuator Antenna

440042000 type C : 04690ea74000000a4ec3a094181068d899c601854f3ec?

1b<4f;t—:u
C 601854f3ec?
360 (MMSI 440642000, type , € - Bea74000000a4ec3a09418106 9c601854f3ec?

Fig. 25. Output data in QubeAlS model.
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EE pNUSAT AIS - X
AIS Data
STATIC DATA DYNAMIC DATA
MMSI: Rate_Of _Tum: | o]
S0G: | 0.0
Position_fccuracy| HIGHT <=10M} |
LONGITUDE: | 129.31251|
LATTITUDE: | 35.18704]
COG: | 226,4|
True_HEADING: | 307 deg |
Time_Stamp: | 35
Spare: | 0]
Repeat_Indicator: | MOBILE TRANSMITTER |
Rairm_flag: | NOT USING RAlk |
Communication State
sync_state: | UTC DIRECT|
slot_time_out: | 6|
sub_message: | 1359|

134 | https://doi.org/10.52912/jsta.2.2.121

Navicational _Status: | UNDER W&y USING ENGINE |

Screenshot

Fig. 26. Decoded output data in COSMOS. AlS, automatic identification system.
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1 Roli S2Edel 3] o0 85t LTS WAL AL 4

A FE JPstoirt. Auol &5 A5E 305H7] 918 SDR +4171(R820T2) ZEZ A
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olgslo] 13t AepiAle] AzdA e 4 1987 QubeAlS 50
A Aoz Mt dolg7t EEHts AL 3R 71AQ1 AR 259
= 250 e =22 A ZE dFS HE

m>~
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9 Agolct,

aAe| 2
B AT 3R] A AU RAREok ANARI I FEA] HALS] ALie] FAlA
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Interagency Operations Advisory Group (IOAG)
Service Catalog 0l 12 4| EEs} U L X Hiot

International Standardization and Domestic Application
Methods according to Interagency Operations Advisory Group
(IOAG) Service Catalog

Junghyun Lee', Durkjong Park, Sangil Ahn

Korea Aerospace Research Institute, Daejeon 34133, Korea

Qo

SINL2 =9 3 7|1 H0l| Qs SXEL= ZIEN RICh Ok 7ISE S5 7HUS OF/[5IHAM
At YHIS ZeSict. Oof, A7 |12 2t A5 &l 5i0| HEst, 4SS IS I0AG(Interagency
Operations Advisory Group)7 | SX|EIACH, A5 7|2 7t MK (cross suppor)e S5 23 AFHg
T 7 1H 4 70| S2MOZ AKZE 4 QT IOAGE HIERT 2[0]0{0f| W2t Catalog#1, #2, #3292
247} Ho|z|0of QICt £ 7|&M0Al= I0AG Service catalog?] HHZDF £ LI, 12|71 2 @F7|&

W] & LRt CHoli =2[SIAC.

-

Abstract

Space development has been independently performed by space agencies in each country. This causes
redundant development for individual function, resulting in waste of space resources. Accordingly,
Interagency Operations Advisory Group (IOAG) was established for standardization with mutual agreement
between international organizations, and space resources can be used efficiently between space agencies
through cross—support. IOAG define Service Catalog#1, #2, and #3, according to the network layer. In this
technical paper, the background and main contents of the IOAG Service Catalog, and the application plan

for domestic space development will be discussed.

8l 4o 1 IOAG AHIA 71HE T, SFH|olBAIAE] AR 91938], o84, AASEHENT,
WAA|

Keywords : IOAG service catalog, consultative committee for space data systems (CCSDS),

interoperability, communication, delay tolerant network (DTN), cross support
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S ARSIt AT FEe B8 95 dF 29 51, AT BAA| YD(cross support)
1 ulato] A1910] S5 (dle) glo] EIHo R Lofat % Sick. ol 7]

oJAI51e] 1999¢ 0] TakA mE]of|A] [OP(Inter-Operability Plenary)
ﬂ-»V} M= A, Zofst o7 25 713 interoperabilityS ©43517] ¢St framework

of g9J5}3ict. I0P[11= I0AG(Interagency Operations Advisory Group)[21-& Alds}to] 2
ZF 7|13 749] interoperability?} THSE EASS A== stk IOAGS] TOR(terms
of reference)oll’= I0AGS] BA o] taf] Aolst 9=, 1 &0 Al dgo] 71535t =g
TI9 9 o]E FRt YF-2YALET AH|IAS Aok et AHA IR TS BElsH:
£ =o] 3t} I0AGE= CCSDS(consultative committee for space data systems)[3]2}
SFCG(Space Frequency Coordination Group)l4lolA A= 3, ?J—Of] =al 7]
59 A=) MEA F7HEAY ESsfjoF & FEo]l tigt Feedbacks st CCSDSF
SFCGOlA %% Work plan©] ¥t E=E sic},

U] 9 AAE 52 IRFFFFATACIS G T2 A= gk 3
A9 9 AF P AlAH A= CCSDSY #2 #arsto] 7ids) gtow, ojgh &
o] Aok Eite A4S 7|2 119 interoperability?] &Hd& gt AU A5t 10AG
o] AH|A FHERTIOA Holtt 7|5 S fl't AA 9 A Yo] SR ook sht. &
71& A olA= I0AG AHIA 7R 19 His] 7]&stal =] SAkdollA At cross
supports 5% B&3Q1 PP b AARIHFig. 1.

2. IOAG Service Catalog

[IOAGY] Au|A 7HEE = 9373 719 Interoperabilitys 9J8t T & Fefo] w=t
AHA ZRERE T #1[5], #2(0], #3[7102 -0 Stk Fig. 2[5-7he 2 AvlA 72 1d
A AU E TAF o7 FHSE Zojt. OSI7 ©HAlo] whE FES A2351H [0AG

Interoperability Plenary

ASl(Italy), CNES(France), CNSA(China), DLR(Germany),
ESA(Europe), JAXA(Japan), Kari(South Korea),
NASA(United State), UAESA, UKASA(United Kingdom)

l Establishment

*CSDE.CHG
Suggestionfor Feedback
feedback ﬁ\ E———
standards, ===
regulation,and IOAG Suggestionfor standards.
technical = :

4oty e Citation regulation, and technical
achievementwr.t. Space
omwaynication frequency

achievement wr.t. Citation
Space datasystems

ServiceCatalog

for Cross-Support
between

international
agencies

Fig. 1. IOAG work process. CCSDS, consultative committee for space data systems; IOAG,

Interagency Operations Advisory Group; SFCG, Space Frequency Coordination Group.
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Spacecraft I Ground Tracking Asset Control Center
CFDFJ, Space
PacKet gnd Grouid based
TM/TC/IAOS Cross-Support _
\}‘ Frame §tandards Stahdards (/i #8F |
Spac1£ink G!‘Dl.lld Link
A B | A
N
~———] I = e
IOAG Services i
@
Spacecraft :
(Orbiter) Orbiter
» Contral Center

Spacecraft /sp

pace Link Groum! Link l
Grodnd Link
I Ground Tracking ’r Lander
A t
'ce Link =i Control Center

™ 5 RCeS
/@\4_ . q|npi|m.|a N R

) Space Lml' Ground Link

A B
l

Agercy B Mission Ops Cnnier,
Primary Service Provider

()
Fig. 2. Operation scenario according to I0AG service catalog [5-7]. IOAG, Interagency

Operations Advisory Group; CFDP, CCSDS file delivery protocol.

Service Catalog#1 = Ho|E]& = lojo], #2 &= YIEYA Flojo], T2 #3 & ofEejAlelA
glojo] 7+2] FHprotoco) L& A9 ©A19] Catalog:= ©]d @9 719F ¥ CatalogE A
A= gt
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AHA ZHEHRET] #1+= ABA AU @ AJRolA 9] Aojolct. 95 713 A9l AR 9= H

St A4; #A| AlE|(control center)’t 5 713 BO] FeY 59 AA; 4 AH(ground
tracking asset) Bot = 713 A ¢/dAl(spacecraft) +F= oF= 4%
ULk AV AE|R} A 4 AHd 7F B4l R A2 ground link= ofekal A4 4 2}
At gAITtl= space link® Olgteh. AH|A 7FEHET1 #2+= ABCBAZRLL “goJgitt.
Spacecraft’} orbiter®} lander®2 EE|F QT ZH2Ho] 7]3Eo] st Fig. 2(b)e} 2ol
Landerg 7H1L Q= 7|34 A%} Orbiterg 7HAaL = 7134 B7F C 713#9] A TAILE
G834 BA7E 7FsSHES Sl Aol o] S FFEETL #1014 HQl AU o)A A
71Ho] Q1gAIeE B 713e] AV 4 AHlo] A= wAlo] B ARt AR 3= Sk A
= HgE2A PR #2004+ A 71389] S4B 71#e] f4A|, 1=aL C 7] A
F24 Apo] YAF o= F4lo] HA| g AfolE AFA AR 0] 7hettes Al Al
A& 3]-8-3= DTN(delay tolerant network) 7|¥l0 2 & 7[E=2 19 7|52 A5t 9l
ot FFER T 432 Au|A FEET #4137 271 Fo" Aol A 713 7 cross supportS
et W8olrt. AT P BHE ARFoEHA 7|3E 719 AF 29, FDS(flight dynamic
systems), MPS(mission planning system) 52 AR|AS A}S W&5H= 7fgo|t}.

FHREZ T4 A 2Jet 750l tigt 3ol HW sig ARIAE AMESIALAL S AHIA AL
SR service usen)2H2] T9(agreement) X & Q0] wel Au|A AlZAKservice provider)S]
AgS P TRV R, 9219 1 ZEIHE I B agt Au|Ad tisiAs 2 =
o] AM|A ZFEETIE AATE S AlFo] 7hset 9 7138 ool o3t AHIAE AlSHt

A
&% 3k

o 488 4

(©)

2.1 IOAG Service Catalog#1

AH|A ZHER T #1512 Hlole] Fa AlFolA AolEs 4T AW 7R AulAEA 9
A MY A5} B forward delivery service, 943 Al dlolg $Alat #E3t return
data delivery service, 1813l 94 A= 4 5 st U= dloly AT BT radio
metric service® FFEETH A7) Av]A9] YHo= Al (core) AH|ALF - Hextended) A1
HIAR FAJEo] glom iR =A| #E 7]91Q1 CCSDSOIA 9] #E A4S AL Ut
Core service= IOAGE F50l= 71#olA= FHEA] AlFsfjof sh= AH|Aol Extended
servicet= AREARR} AlBAL 7H] Fojof OJRt AmlAR Holstal itk ZF AH|A TIFE core
4 extended service: o<} At}

i. Forward Data Deliver Service Group

1. Core: Forward CLTU (channel access data unit)
2. Extended: Forward Frame Service, Forward Frame Optical Service, Forward
Space Packet Service
ii. Return Data Deliver Service Group

1. Core: Return All Frames Service, Return Channel Frames Service
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2. Extended: Return All Frames Optical Service, Return All Channel Frames Optical
Service, Return Operational Control Field Service, Return CFDP-File Service,
Return Packet-File Service

iii. Radio Metric Service Group
1. Core: Validated Data Radio Metric Service
2. Extended: Raw Data Radio Metric Service, Delta DOR Service

2.2 IOAG Service Catalog#2

ABIA ZHER T #20] B El= UIEHA AIFOA 4 AY 7t AH|AE ol "=
oA FEQE A A HIAE FAsht A0 2= DTN 7|4t AH|AS 4] AulAR sfal §
o, [P 7|5t AH|Ae S AR|AR Aolstal Stk ABA IR #2(01% & Al 712
AH|A JIE(forward data delivery, return data delivery, time service) 2 core service /
extended service® A5ttt ZF 15 core ¥ extended service= o}2je} .

i . Forward Data Delivery Services Group

1. Core: Forward Internetworking for DTN

2. Extended: Forward Internetworking for IP, Forward Last Hop Delivery Service
ii. Return Data Delivery Services Group

1. Core: Return Internetworking for DTN

2. Extended: Return Internetworking for IP, Return First Hop Delivery Service

iii. Time service: Time Synchronization Service

AEIA 7R T #2F UEQA Flojojolla] AoEw, 495 B4l R HELTS 15 Node
¥ 2]H9-E 583 DTN 5°] #Ao|tt. CCSDS} IETER(internet engineering task force) &
9] T A #ZSFF A= DIN B4l Z2EFof| tiet A #E9HE X1¥stal Qlek 3], CCSDS
£ o 23] v|gS BoiA BED) ol W E =A] 5 7139 DIN & AlAH] 119 &
2 Al 5= AstaL Slck

2.3 I0OAG Service Catalog#3

Catalog#3[71= Catalog#1 % Catalog#2E A= 5t 7|3 7] w4} 2] (cross support)
4l QB 2 A(mission operations interoperability services, MOIS}& 3}7] 9Jst 7Rgolct.
Catalog#39] 7id & o] Al Fig. 2(0)ell UERY Qltk. 01714, Agency B A&-9142] £4]
(BUSPl thet 488 7K 9lom, ol tigt d% & U IAS gyl o ),
Agency A®+ Ci= payloadoll |3t 482 7HA3L 9loH, ol wE B8-S shalAt gt
Agency B, C& payload®] &8 2|3t mission requests Agency Aol EW™, Agency A=
QARG T2 PFE Sasa AIES B, Coll AYIITE °37]4] Agency A% CGi= MOIS
9] AH]A9] 428 Hrequester), agency B} D= AH|A9] ZFAKsupplien)7} Ht. AA|7E
2% o= mission planning®|4 flight dynamics®t &2 serviceg A&l & 4= At 1L
Yol Al Agency B7F 914 €42 913t flight dynamicsE Agency Dol $letste] Zagict.
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5 A1 Qe AlA"] 9l vl NASAS] Deep Space Network?He] 914 B8 & 9

Fig. 2(0)°l= 2219 28 7|3o] AH|IAE 37'36} P7] 93t service request, service
response 5°] HER Utk I0AG SC#30lA= -S-E&ATE o049 wApx| e gt 4
qro] AH|A BE 9 g AH|AE AlF5H H?l QAR 5= Aosh vt 2 A
H|A TF0] Stk

-
I

i. ¥4 A= dlolgf thsl] 773t Telemetry Services Group

ii. ¥4 gl A3 o8& I3 Command Services Group

iii. 92 B8 o]8 AMLS 98t Command History Distribution Service
iv. gloJg o8- 93t Data Access Services Group

v. YF A8 A5 o8- 3t Planning Services Group

vi. A& 2% 7l 5938} glo|g A% o]&2 3t Navigation Services Group

vil. 7

m
>
r*°
je
rsﬂ
wn

upport Services Group
vii. 3718 *131* I 880 s A= Z o] s 3t Interoperability

Framework

-

3. Mg ol

3.1 M S22 25t I0AG SC#10] M2 2H BEZE MHIA M2

IOAG Service Catalog #1°1| W2 2| 949 FAEESE =8 9 &2 Hotof g 122
Qe AB|AS] 52 fldiAE A=A om 4] AHIAE fA0R 7H%}e ZgsfioF & A
o= ghosi A5t 7id 2 71E 7jE COTSE ol-8sh= wRetol tisfl d% M4, 717, ¥l
|5HOoE B HESH] /N Mgk Aok F7T D 8okt AFEhite] CortexTM
AFL =T A F& o] Hof glon, =4 7|3 7t AulA wF/E fls) AHls 7R
£ 183 JE7F 2 et

BAA=Y A= 2-E A 74 A E5H] oy, tiFEEY A= ¢4
9] &9 T A4 WA F 27] 9 SolA= 949 oS ARl wet ey 5 AV &
2 AH49] wi7F asHA €k ol f1d 4 A2 =elof Ay AAE she -9l
= AA 4 fAES HE, 94 Fol FAZE 2 & Qdnh wEbA, A HAE sk AETE
7]}— | B 718 Te JEIAoIA EASkl e 9 4 AE E8cte] 94 *9S

Fgot= ®]to] tiFE]aL 9t} o]of djgsh= AH]AE forward data delivery services,
return data delivery services, ZL2]1L radio metric services® TJotal 1o, HEAo =
*g AlEet 2t 4 AHhdTe] H4ground link) R A 2 A4 7S] HE
(space link) Q& Histo] ST} & Au|AR AoJstal Stk AH|AE AQ 7|& 52
CCSDS 59 #= Aol Hel=|of sloeu= e Au|A 7 Alof] Zard &= Qlrt. Ground
linkell &4l SLE(space link extension) 7]912] F<: ®4]o] AlgsiH QtHY 52 XA)
4 AP SLE ARlA AlBAL, 29 A= SLE AHlA AR A8 ZH Teit
A7 1Y 2 =Y & AAoA= SLE F&5S B AR TARGANE S = A

0o

f

3 g8 Hlole 4l 5ol 28 Aol A=Al BAF Fol= SLE &0 diet 7Ts
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¥ ASS AL AHolnh. T, A T4 Ay} T s WAl 71Ee] HEZRl
HEZ 7] Q]of] CFDP(CCSDS file delivery protocol) B4l _T’_E:]GLJ_ 9lom ESH Delta
DOR, PN Ranging H4] 52 71& thg2 9] T2 104 2-8514] gk AH|A0]7] whiE
of st Afr]Aof diet 1+ Efg/de Tt B art it

3.2 MRF SLES 95t IOAG SC#2 0f ME M| EE MHIA HS

IOAG Service Catalog #201] W2 =4 7|83k] 45 -2-8of tisf| 1&3Ict. s AJu|A
gt Ho 9 48 7]&ol s CCSDSY] #E FA0 ]z} Elof glom, sig Aulx
o] L 7|& g COTSOl #7122 DTNS| 48 7168 At 7fdsh= Zlo] Bas)
o, wi2ba] HZFHOZ prototype?] DTN 7tk 9 v3) RdS 53t A3 WS $Hoh=
Zo] Fasirt.

Extended 712 IP 5412 7|20 ol A= go] o] gatal 9lott CCSDS &
2R 52 53 7R A oo disixle S £490] Fasitt SCHE 28517 HsliAl
= DTNe|| thgt &17} G4Ho|ch. DINS o83t 4195 B4 flaide Alddat 2%
k9] F1holl SA71(node)E Spacecraftbl- 234 Sof Aok 5l XA 3L o5t
Data-storage”} A5} SC#29] 7|&52 A% ¥ BAlA S5 glom, g-
M FARE SlsiAle E4eEolth

3.3 98 YT LS 95t IOAG SC#30|| ME M| EZE MHIA HS

IOAG Service Catalog #3°] W& =A17|82] 4% 2-&of tis] 1zt 922 914
2 A AlA" A2 [0AGE] WE =14 S3MdS 1EohA] gkl Yo JUE QI
=9l 948 7= HARA R Frlstar 9lem 2030|dthol= <F 70t =71 94dE &
& Ao ek =A IS R v 94 20l ol ¥4 oy ¥4 A%
9] FAE B 71H9] AU o] 8sto] & T A&F0R 8% £ ot nERIHRIR, &
2|7} 7k 2L = Flight dynamicstt Mission Planning 7]€-2 B0l Al5-gho 23 IAAF
SlofA 22Ut 327149 YA 2 =Y 4 Ytk I0AG Service Catalog #3°] U=
ServiceS-2 Z}Zto] ti8] 372 A-S HEFs| 5l et Service Group X Serviceol| t-&-F

= FEE2 AIRTA 9 AR 7IeE sto] 71e AgE 1 EstaA} gtk

SC#39] AU 2= AliolA= H2iet Algj2et fAbsltHFig. 3). el 159 BUS
4 AR A FETATHoNA "3, 3719 AF GAACVS, Y, SA)= 4
771V AE, SISRARY, SRS AI AT 22 Fstal JlojA AR 7714
Q1 AP} o] Foiich FAA 2% 718l AR PF-8 % (mission request)] HU]
A1 g FF-L2AHof waba FEAZ(mission scheduling) @ H® A5o] ==t BUS
3= % AT 2 2 HIPASHEDS) T T 30| Hrt.

P A= 21/dol419] FDSF MPS= 71 9130l thet H&3t, tha-948 290l o

BY3} 50| o]FolFTh. A=A ANEH o g Fdslk= A ESE 7HsSIth IOAG Service
Catalog #39] 87ARFS efgithd =9 FDS 9 MPS AHIAE A 7]38o] Algsh=
A EZ 7hssixIch

r°1'
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o FRIIS2 21M7] 0= 7HY 2 ARR(E2 Jili= 389 5202t U6t UL 471 &
CH=¢h THHEHO| siyE2 TA0|D, 0l2fet AR 282 a8

2 LFH(space powen)0|tt. 015 HIF5HE Z2 D5t & - 22t d
ULt Y7 [et ROl R2|Lets SFUMS| ZS Bootd RTI0| W RS 2S061| 9
off =OFXQI =7t @ UTMO| B0t R2|U2k= 2021 62 of - 0] DJAKY XIF ofid| & o=

O[ZE|D|A DRHE Z7} ZHS A2 O 9T UHS et A7t DRISINCE ¥, BiiEo)

[l

A 2Axlel Mgtz 3 U= STUEUA 2F LAME HEolH FAME H=H Sz

A2 2 MRAIIO| EXHelC TAILSE Mot S22t QS 271 3 XEAE 715 Het S 4
= PFEC} Bwoh 2 MStArio] EAHRICt. 2U0ME B UZ ST YRRUS M= @F
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Abstract

Witnessing current military conflicts in South China Sea and Eastern Europe, most defense analysts
evaluate one of the most serious security threat toward the US is coming from the superpower
competitions with Russia and China. The main means for such super power hegemonic competitions is
military power and space power is a key enabler to maximize the efficiency and effectiveness of military
employment. Reflecting above circumstances, the space hegemonic competition between the Unites
States and China is spreading into all aspects of national powers. Under such an environment, R.0.K needs
to significantly develop national space power to preserve life and assets of people in space. On the other
hand, the R.O.K has a lot of limitations in launching space assets into orbits by land-based space rockets
due to its geographic locations. The limitation of rocket launching direction, the failure to secure a significant

area enough to secure safety and the limitation to secure open area enough to build associated facilities
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are among them. On this paper, | will suggest the need to build the 2nd space rocket launching site after
analyzing a lot of short-falls the current 'Naro' space center face, compared to those of advanced space

powers around the world.
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Keywords : US-China Space hegemonic competition, new space era, micro satellite,
inclined orbit, polar orbit, geo-stationary orbit, space rocket launch center,

requirements for building rocket launching sites
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Abstract

In this article, Russia's space threat assessment and space warfare in the Russia-Ukraine war (Russian
invasion of Ukraine) were analyzed and summarized. Considering the probability that commercial satellites
will also be potential targets of space warfare, it is suggested that not only military satellites but also
commercial satellites develop and apply space technology that can be applied equally to space threats

when developing space technology. Necessary space technologies is listed.

o] : S, 9571%, 9F9IF, GPS A, Aol B2, SIEul B
Keywords : space warfare, space technology, space threats, GPS jamming, cyber attack,
internet satellite communication
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gAjop-e-=tolut AR Ao St 32 A 10087t Loiidd AAe] S
oo}, IA Ao HERgE HgEo] BF S7F8iAT 1940L4EH A2A} AAE FA
=do] 7R 7 dde gEE A4 Q] AF71kel AgsHA BoiFH
554, 1970 AEToolA AegE RIZl ulzo] HEEHAA A" AL
2, 22ia 1990dd AAdAgelA el AERE ‘/\17}d s 204171 AR ¥ A

_\:-j
02

https://lwww.jstna.org | 169


https://crossmark.crossref.org/dialog/?doi=10.52912/jsta.2022.2.2.169&domain=pdf&date_stamp=2022-5-31

2AI0H-23240|Lt H(2{Al0r] L3=2f0[Lt

BB SFH

HI
1%

el
09
0z
.|
i
(=)
40
BN
~
>
=\‘|=
e
>
=l
i
>
oot

170 | https://doi.org/10.52912/jsta.2.2.169

20004t ojzta oA 5dt ARl FUEA 3} AopAA oA Eds] YA A
24, olagtdo] AlEjop £ Al HolFE ‘Alo|HA, 2010 mlto] AW} wlEkgl
(Osama bin Laden) AAS Yol AAHE ELA'Y 108 F 7H &&o]ut(Qasem
Soleimani) AAE ¢Io EEZ &85 §-F11 EFA' 9] Bgat -2 dAhd Fde Hel
o}, 21417] X8k, #Aloks ‘Slo| B =A(Hybrid War) o2k FAFR] - HIZALE] Seke] 23}
< 53 B2 gAohe A2 AANES ARPT ol HAAME o] HES vigos
oheFet AP'S =9¥okal Qlrk. ol2fgt Al SFAF il 4= UA 2AlorY] 59
g w71et gjAlo-9-Tetoluyt A LFHS EAokar el disl AeElotgitt. 49
FAgo] A& TS AR T tide] E S TEsi] 9571 Al 89
g8t ofye}, A8 E S dHIT £ Sl 571eS Jidety, SUSHA A&

o o5 AUk 2-go] Bt $F7]eol Hsf EASHATHIL

2. 2Alot2] 22 Gt

u] 2R A5) P H 2 Defence Intelligence Agency, DIA)O] &2 27kst 2022¢ ¢
ZOot = 7(2022 Challenges to Security In Space) EilAolE #Alol= uj=9] 94 7]&
o] ¥Hstal 9)/dell gk &L} oAz 4 FoldstE = JA%o] Akl A B
o FAACE 202080 FHtol=s 940l AR BHES 7HE S e AR HolAE A
£ 7Fs/3= FoiHth DIAY TEW ‘Aoz 2018 A= 5t HiAIgH A AR 3
S5l o] thgRt A7t Hlo|AE Efstarl lthal Biar, o5l 914 AXE dazzling
74, 29 ADT & = e ok’ EEYoh £ BaAs 203090]H A
Of= o|it; IEYRI AAHS HiXD ke QUEHA] “ol2fet % f1ES H71EE AlA
Bt ofyg} L 49 R ERE EN I ok 1181, vls SAHSEEA A Center
for Strategic & International Studies, CSIS)7} |2 HWH ‘=98 7| 2022(Space Threat
Assessment 2022) E Ao W2 AJol= 2-F2tolyt JFA] GPS AW (amming) Z 9
Al Auplsirt A=A, Aol Aol wet S7Fskintal A4 3CH2, 31 (Fig. 1).

GLOBAL
COUNTERSPACE
CAPABILITIES

SPACE
THREAT
ASSESSMENT

Fig. 1. Up—to date space security / space threat analysis materials.
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0 z=o18 Wy} 20229 25 HAlok= 20219 A E=(ow earth orbit, LEO)O] thdt DA
(Direct Ascnt)-ASAT(Anti-Satellite) A S-S A5 02 FPFom, AA7]8E YA o]
A AZZH(satellite laser ranging, SLR) A2 345} o]u|z] 42 MAE dazzlingAl7 =
ol A2 5 o, AR (electronic wartare, EW) &oFlA = SA1914 9 GPS 444171

SO 5 e HdR AlLEe BRSkal okl gristal AeHAlFig. 2).

3. ZAloj-23=0|Lt HES 2FH EY
3.1 SA0k: 2fAl0f, 232t0|Lt A1 - QIEY HIEYI S2AXTH XA

gAJol-S-T o} HAY] A B F B4l Hofz ZAlole] L3gto|y Hgo] 75
7F AUES, Aol mtE gjxjokt B F3IoARE DAY 2 vzt
A AXIE, SHF &%, BYFA 9A 0 5 2jAlokto] SagtoluoA] Hel HAH|C]
m5Eo] AAsH Mgt JefA Sagtelurt AR FAlol: Etetal, SAIARSS]
SRS zdsh= 44vto] AoA GEPGTE Tt o Yoyl SIEtolut QlE
Jog 528 25 E5ks BAokt AR - E] Folotal, E2Uu|2 AalAy|
(Volodymyr Zelenskyy) - to|ut thE%-2 Hef| 13l (telegram) 0.2 Al =7loA] 1S
EHACHA)(Fig. 3).

StAEE A AANA A= 2 AR-BA AAE wAz)7] sl A 2710
B4l - A VEAE thshs 22 Aot At} gAloke S-Ato|ute] BAIRIEY
AEIAE A Est £ Qs 7RSS A ST £ 53 250 k. AAR, A =
710l gAlokz -Agtolu g AAELE mHFsk= ‘efo|H lof(wiper malware) 34 3
1, FAPIE HEE v YEA(Ddos) 3AE Frth ESE vl=9] vIzE B9 HlopA
(Viasatyg AtolH] FA3| Aulao] R 23S Zefiglont AgkalolQdct. J8fu, Aokt
2 B4l QIEY - A HEYIE TR0 nyole E8ld 342 AAJh Aokt
A BALE S-agtolu vzt B4l VEYIE ARkl Q1L #Alokte] 2pof 9-Feto]

ol w7k -S4l HIEYAE Bas] fEeiitt. A A AE7RE2 HAlokEe] it

—_

R&D TESTING OPERATIONAL USE IN CONFLICT

LEQ Direct Ascent A A ? (@]
MEQ/GEO Direct Ascent | - - Q
LEO Co-Orbital A A = L
MEO/GEO Co-Orbital =] - = Q
Directed Energy A ] 7 o]
Electronic Warfare A A A A
Space Situational Awareness A A A ?
LEGEND: NONE @ SomeE W SIGNIFICANT A  UNCERTAIN ? NODATA =—

Fig. 2. Russia space threat assessment [2].
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Fig. 3. Ukrainian soldier is controlling a drone that will drop bombs on the Russian army while
watching the screen through the Internet connected to a civilian news agency and Starlink
(5].

E4 Fukg tigolld P2olsHA] o2 SAS Fal Wethe AMol A 53T BAoRE
<= ARl ATHEE)S] Y71E712 SAFet, Al S8 /) $4 drle 1200
FAZ FupE UL A2 S OO, Aol AR Fo it AR &
Al Fuka g Qo] e Sohe S0f SAIE FellshAU, $Al U2 HEAH BAoRE
of 2 Wit ARl IR mEAL, AS7HA] 7789 HAloF Aol 2FAdelM A|%ist
E =2 w44 o] sledt T4l B AATHG,7]. It HY, FAloRte vIzE S HE
Y20l ofEshe A=) migFnt. 729 2T A A/l =2 (Shane Huntley)
+ Z8F(Politico)o “BAlokte] Y= & o QIARE AE 3] fsfiAlete f=Etol
o] ¥z SAl HIEQA7E 2 AL THE).

A

3.2 QEY 2Ok 232t0|Lt, O] ABKEHS MH|AZ 218 QB AL

ZAok--Aetoluy M) L4 EA 5 IFUl Eokx fAgto|ue] tAE el 1]
YR =2 I(Mykhailo Fedorov)= 29 262 42 HAT(Flon Musk)ollAl EYEZE “F
Alo] 3MdE ARIAISFeE = 5ot BAlort f-Age|uE st gkl JAle]
E27lo] S0l Aol 2HESH= B2t Aot 22lo] S-Agtelu YITIRIEAA $okx] 1l
S-AEtolue] AR AHIAE Algstal, A4 BAORIE: FRESHHRE T
u]2H]2] F8, Vladimir Vladimirovich Putin)ollAl ¥AA & si5A|27 2k 34 FTHI-
1. ohad MATEs AR AH|AE oA faztoluolA AR 7hset, B B (5=
A171) Ejmlgo] 7kl Qlaeial ESIgTE o] 5000719 AEH A 15F QFEIY A
L] Huldo] fagtelue] AFHaL, ©] F 1,330719] Huld H|[&-S HiolE FHFI}
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Fig. 4. Terrestrial reception terminal/Starlink for Starlink satellite internet service provided by
Elon Musk.

AEFPct Ut SAMHATE AHEE, S4] ©Eo] dojubr] QIEE gt Aot o]AY &
o= vl AERII AHIAR 94 QIEUS AREStY] SFRAEAYE WAL Qlok
[5,121(Fig. 4).

3.3 GPS Md: 2{Alof, 2320|Lt HSLFEH 24K GPS MISH &Al

20229¥ 29 239, NSSA(National Sequrity Space Association) F%29] Defense And
Intelligence Space Conferencel|A] AAEH AZA(Dr. Christopher Scolese) U= =7}
AZ=t(National Reconnaissance Office, NRO) 30| “BJAJo}7} &I eto|y A3-2 Yl
S o F1L B4l 9 GPS A (amming) 34 713 = T FaFeE AFA
A Aot AF O E ofd PAE TA= AFHA YA, HAY P& EUE
FE5P717F v, "ol E°1, gAloks oln 91480 GPS Al JFE skl sy =L
Astar lal, GPS AW 7hsde] A7l loh. AFA AHE ARV 851 Qe 9
S91dExto] ofle, ¥ITte] = Aot ofgt FA L] #Ao] F Zhs/do] qUrkal AA
Skar Qlof, T3t A& Aot ARl Aol FAARI AL Lol AAERE EHSHA
Ho5), 39| ZAA Ak AU L 1 BAeIA A1 o] ¥ 2Alok= GPS
APOo=E GPS AlAH £ 58, A1Z2E A &Rl 4, ERIB(PNT) Hlol8E 0|83
tl=t GPS ARARE &Y S% A=t GPS7F 25| BR8] #=d 571, |, 2%, &
AR, A BUE IR BE A S50 geths 2T & ) 22 gAloks ¢
Atoluof thsl 2 | B GPS Y= AAFPL, BAlopt S ge|uE gt IRE &
A2l GPS A-34< HHOl(Fig. 5).
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GPS INTERFERENCE DETECTED WITHIN
SEPARATIST REGION DF UKRAINE

UKRAIME

Fig. 5. Russia jammed GPS for NATO.

3.4 MOIHZZA: 2A|Of, GPS/LUAYEL LS uEE MOIH SH A

Falole} 9AetolLt WAL A2 AT oS TNko R S FAIe] uolu Bl
20] Jep Wastche F4o] U AT ek HAlolo] A3 AP Saztoluiet 9 A

ofof) FEl GPse} A1) BN A5 Wekshe AlolH o] Ik, T W]
Alote] A2 whe siAUgo] Qlrks Aol AZI=iglc ARl A 2t wse] E417]
o] Hlopo] -85t BA KA-MKA-SAT)?] 7150] BHEet wplge, 1 2k o] 9
3t iElo] SAetoliter Fu vetel AX|E o] SPFEALE Bl o] Het 1
21 g 919S ol8s) B Wag HNL ABA7E 5L ofuiA Kt o EE T3
£ 2 Ao Jeigh EF AvolAXo] AR 95 ANYE FA thie] Het. =
Aole] gA0z nhlgl Aetolute] BAY HUAS 9] AR AHIAS FAOR AT
3 U2 HATE 5U EGEE B3 (Sl AR A 21X PE Aekda v
So] @ AZE I Al A} WS WA EA A} S U 4 YL HA Ax

Efo] dael=F A."2L G, 12)(Fig. 6).

SO /Wi

Fig. 6. Russian cyberattacks.
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o

A

4. HA[O-2320|L T 23T

0

4.1 2jAl0r, 30|l HBXY FEAG0 tHet HUY2E EX[0HH] A=

A 219 749 259, H59] Ao} &2 ESAQ] AlEd-1 /o] f=oly oI =
AET 2 E(Rostov-on-Don) BHA|GS A7t & w02 AXA 328 ity
Hego T8 2Aloks A3/ 83 AdAIAS] HE 5ol disi WzdstA ‘E‘l’%

AL BE AU BES oA A I S B 20, ST ol %
£ WA A5 A3k o]yl ESAS] ANEd-1 $140) et Alole] At WIHSAR 914 XH%‘)

& AF7HR = B E7FsS 7P AEsta =53 FEiQl 2R IAHCR 49 '
A5EE THAIF7] dlzolth S8S 2t IR S S5k ESIE OSINT(Open
Source INTelligence: 371&AAR) AE7FEL BA|ol7} 5.405 GHz t¥9] A= Alm
& AR A A" AldstL glow, AIE AiE AL lvke H oEE I3 o]
A Bxlopt vhgst How QAE Bl AL Breh AAA QTSIES RS
T e TS 25 W= AE Sk AoE, 59| Hu} mo] dojt f-=zo]

Oy X
o
F%
T
rfo 5
i
ﬂs;
B
18
flo
jﬂ
_Vl-L

Aokze] it olst A Qs EAH
17po] MAET ke xm It o] el €% FAAZASE ot Bl 2
W50 QP AL BRI AWAA 27148 D IAAAE FeSstE 9AH ©

g
el
0o
S

P
A,
°
juba)
ol
o

al %113}[7 (Fig. 7).

4.2 23240|L, 0|72 218 X[HS Aot LF7|H SYEE =4

vl ‘YAE ZAE(The Washington Post) of] Thi2H o|stA 2 # = 2 I(Mykhailo Fedorov)
S-Feto|v EEe(HAEE4IE A7t Az J—ﬁﬂ A omRE 8T A 7R
b u=3t {9 71 F 530] 948 A4S sk k. A olnAE EYske Y8

Sentinel-1 C-SAR satellite data composite
June 12021 - July 22 2021

_= Radar satellite data shows high energy activity around the 56hz frequencies
3 k on June 4 then showing up again on July 10, 16 and 22

Fig. 7. Russian jamming evidence of the European Space Agency's Sentinel-1 radar imaging

satellite released by Russian scientists and the media.
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A F 7R 272 5 A 4 7T FlolE (synthetic aperture radar, SAR) #1432
=94 542 AR5 Sl A7 o vlolZ23} FojH] AoE Btk wx] 7} of
E SolA] FMsls A QAR ERA 08 A5 E BHUjal Wikl Bolol A5 E B A|F
HA] A7t FHYS AL g (mapping)she 710l FddoRe 7kt
Ok EE, 5t A7k FEL EFT & Qlol 5ol A 7= ey 71 24
oA 53] 8115ttt AR olsolut AH| &, A= Hy AR #HE YRE HHT -
Qltt. FhE=lAH 0] A(Capella Space), oFo|2A01o](ICEYE), olo¥A(Airbus) S°] SAR 94
= ARESHL Qleth 71 gt 182 TR, 2R, T Aod AAE ARSSH
olu| & A/gett. A A(Planet Labs)et WA T=Z A A(MAXAR Technologies) 9
/go] of7]o] ettt el A4S #E F%U =R (WorldView)-1, 2, 3 91482
2007 olF AR 3% 496~770 kmollA] ZEskar 9lom, A FEHA U= °F 30 cm 7]
o] EAZIA] 8 4= tH8I(Fig. 8).

4.3 2{A0f, 232{0|LI0I|A GPS MY, HISLYsH, QAEUHL, TXISH ZA

Aokt GPS AY(amming) E 71el FeiQ] M2} FAE A 27] HFH 0= 45
P=dl, Eol, Aupel gulg o7 WA JAsks A9l wix|ste] &5k |= Pk
AHog ot Alok= fAEtolut FFo] AIRME7] Al 2022 2¢¥ 24YUol= =2
gto|ul A9 o]l GPS A5 Y-S AAISHHE 9L, EjAJolto] X7 FREA7Y A ¢
Qa2 A 9] SAR #lolohg AWt el /HEet AekroKKrasukha)-42F
EA wsiE Qlsf /s R-330ZH A (Zhitel} S-Agtolut HAo)] wjAstgict. 3t 2
Aokl 201595 Hix|=]7] AlReE Bl Ag§]A T (Borisoglebsk)-2 THEA AR Al
T 8R]5f -8 cH9(Fig. 9 and 10).

Fig. 8. Worldview-2 satellite image of Ukraine's Antonov Airport, with buildings and fuel tanks

engulfed in flames [Maxa Technologies].
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Fig. 9. Russian Electronic Warfare Assets. Russian SATCOM (Satellite Communication)

jammer (left) Krashuka=4 jammer (right).

4.4 AEIYIZ FHOR B

FRHE PIGQUEY MHA S0 ==

TI58t 2B A QPES Hoks9] A IS0 W7t "ok ol R HESAES] 97
£ 4d Zlo] AMdolth. shAJRE, f1g3 Aeolle 914 QlEYlo] AfAY 4= Sltk= 2 ol
Hol A2 HojE Zoloh A A 9499 FAIE 227 kgl & 19 2,000 719 918
AT AAERTD 550 kmeoll H9] A AAY UGS EF0] Aol AS HHE gich &
A7HA] oF 2,000 7S] 1S ATt A=l 2ot SR 0w, AHIAE ol&stEH 149
A AT E 9 = YRS 47 QHEUet B4 QIEYl ANARZIEADP) TS ol Al
dkA7} Qlojof gtk QFEURel AFHATE 9l oH, FBAIGelY 7X]=, SA7] 59 Qlxat
glol A AlA oA E F4 FAlo] ZRssfizlch 2020 10 HlER AHIAS AJ&RE o]
T 9 1¥ 7I€2= 145 5,00090] AEFYA AH|AE o]8stal it o f-Ftolut
APog AERIE SHOE 3 AT A4 AU Au|A7} BS FEEA =T, 943
JAeflo] 5oz Ao greto] JAL oA T o2 4 4= gl do] itk
[10(Fig. 11).
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Fig. 11. Low Orbit Satellite Internet Service. (left) Destroyed Ukrainian telecommunication

facility (right) Starlink satellite dish.

4.5 AUZt XFAHSAYCE et Aok A Mo AR ALSIH

S3tolve] BEY H YRAEFAIR ARl vetdE HEE L= HAlo] FFo] Al
7 ZFRHYAPlanet Labs), WA Z=Z 2| A(Maxar Technologies), ool ASAS(Airbus
SAS), SIe|u] A A H]A(SI Imaging Services, SIIS), &3 A7To]Z 2 (BlackSky Global), oFo]A
otel(Iceeye), AFo]AF(SpaceView), 7FlZtAFo]A(Capella Space) 5 9149714& HF
gt TR 1A=l 91 oAl BRE Eote BUAE BRlth FAlo AmE Aot A
o7 gol7] At AARICE A JgE EothE &= Itk 2 osoly F
7, 99 55 52 Tefots 83 R0 R &-fo| Jhssith 53] EHlo] gl ot
= 4 oHAE B3l BAloREY] ot Mgk mefsh= Zlo] "asitt YTt f17IdE
2 AFES o= Gt BAlot Bl I ARIE <dojof B7lskal Ql=d], o] o]
n|A|7} Letof] FHE I QYo AR EHA Aol et AARE mHo|7F FAgFit 2Al
ofe] 3o & LIl ke 7]0]97} RS HAYR Ho] Ao R FAYs] 2t
HAY, B4 2 EE SAANOINE S} A7171 5ol 2= fERE Aol IRt
o Z7H=SIt. ZAol= ol#tt A vl CIAGYAE) 22 w7Pg&=o] vdgd
I oAl= A71eS ERTE WIx7|Qdo] aekd oju|R|2 EJsial Qltk AR
ARdgol A== AolthFig. 12).

of ZAlof-Agtou} HAo A= FFPLE FAZfo|H ARGl HAJoREY] o
T ZpgolE& ERlskal, ITt AP dTS B-85to] 24A1t f-Etoluto] gk 1A
7} 7Fs 3t 53], RIZE ABjRpo|A 90& oW sid I olH|A| Al 7Fed HrE Qs
A5 7€ LHoZ A oju|NE TAAREOE B YLt E3], o] #jAlol-9-&t
ojuf AAYofA] Bolgt H2 7]E9] FAREC R AR EE SAR $14do] HiZHEopl: &-&
A SFEto|ue] 7)ol SRR WHB0% T el ol e ARt ool #Alot
Tte] o] FAIE &= A SAR I 9/d0] E8E Itk HolthFig. 13 and 14).
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SAaR Satellit

Imaging Loca n: Winnytsia,
aging Time QZ2-02-27TZ2 453 2:00
aging Mode: Spotlight

Fig. 13. SAR satellite sensor image (exhibits Russian military movement status). SAR,
synthetic aperture radar.

Fig. 14. Synthetic aperture radar (SAR) image of the Belarus-Ukraine border released on

February 24 by Capellaspace [Capella Space].
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6. 28

A7) 2 FoAE Bjxloh-9etolt @Ak fasolt FR)Y) 97 1A
5 Qo] os) ot ke, Bele 90 Pl A Eat WA B4 thge
2 e Teistel 95714 A 2ESIHELT ohle}, HEHE SRl T
& Qe 95716 el SYsIA 48eof e Atala, d8o] Wag 951%0)

sl SR

—

5.1 MY &80l tS7ts #18 XS0 7| /HEHE B2

T 999 AHIE BAloks AdE SAR AHE oy AR/ UES C4l AlA
ﬂﬂ(2015~16L%)6}71Ur HESA) FEES AY(amming)st] Y2 #FH2022E)5¢
Aon, F=2 oA AYSH7IRVE oA AIARDRE FHEE AF-S Bl 1
5154' megA 9ol et A(dazzing: =54, EIAR)S AZ=Q005~6 )53t ELL
Ne-F= 7] A S5 A o522 Y AR sl A ol5F 914 A
£ Q= FAAFe vix|(20208)sH7 1= Pt ol2gt HiAgo] n] HEI(DIARE ‘TR
20209t SHtoA Fxto] o] 271744 ml= 94dol| gt AES Felish] sl ° & A
o] 214 dlolA AlA"E HiAE 4 UE AL BRI, Yot “FERYE AL S T
Ast 1€ @A 25070 o9 f1/dol S U™ “ol= = o]of AlAlA F A=
& AL AR o]o] 55| A hRES 1k BB AY HAHoA ult A
S HAISHL ST} ti9l, BE= ol BT 4 HAA G TAIY 4 AL HE
At FAJorY] 9= wl=o] 5 Abdat s AAlEolA &Sk A oA
B A= AR, P Aoy Aol the] A7 old s Ad-elA vl 95=Rlo] A
T2 Ak g FAoF £AFAAS BRI B0t 5 vl Aot k2ol Hadt Ao
Z, DIA= “BAloke =9 9= 718t AHIAE FEgsiAY vl 832 ARSH] St
5 AlAEE FHAASEL P “gAlokx 2020 S9EE vl f1/d0] & HiE & &
U A FlolAE &8 Aol A o]of 20307 EE QlEei ol YEe
7¥oh= &Y oA U715 #iAE Sk AF AL SEATHI0L oY FS=3 2jAlorY] &
FAEE 7P vlEol 29 SAelA gl 2 & Stk & —vJ“;‘ FE= st
£ o5 914(SAR/EO &Ll et 2 4 24 SAR AW 34 =2 #oj|A 34
(dazzling =54, blinding =2 EA §)o2 ot 949 &= o] s AF WA
o &gttt ol 182 7P 7heAdol B2 918 KB 2E AY(amming)oll oJgt F
A 7hs730] =2 AL 1T 4= SltFig. 15).

Aol A 587t 2 FAof it thg AUERE s A 11EE Flo|A= S
AAE dazzling(&5-4))/ blindingGes EA )sto] HIARE AT Al ol 4= Q=
5719 7dE-Eo] asit oo thet Wolrle FAA Al digt Ze s, Aat
Z={filtering & shuttering)”] AX|7F U3, SAR AW (amming)®] 73S AWAlS A=
3ff <telut ¥ s 9] Nulling(8 %, null-steering 71%), -8 ZE P} /324 gt At

7] A#(shieldling) 5] ®<tel AZTE g PIALASAT)Y] &84 FIAll= 3F
Ao g 7|5 AMESto] 34S BlHjols 571 8% EastHFig. 16).
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Likelihood of Occurrence for Types of Commumnications Attack
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Fig. 15. Likelihood of occurrence for types of communications attack.
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Shuttering against lasing attack Satellite maneuvers out a warhead's field of view.

Fig. 16. Response scenarios for attacks from ground to orbiting satellite.
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Fig. 17. Response scenarios for attacks from orbital warfare.

S5 32t E A0 gk thE AV R K 4 &5 BA/F4 Aol 48 Ut
RF/IR W of WAENA] FA Stealth 714-& H-&sto] AA51L, A FE 52 HF7HoHA
W, A=E FAIR W35k 5 71THdeception) 7HE 2-85to] Ysh= A& ILEsoF
3t E3T gﬂﬁ.o Y Adu A (anti-satellite, ASAT)E A4 Q2 0] tiv]stad Ax}7] 7]t
7|(Electro-magnetic Decoy) BA% 1=d] & Za7} Stk 2et] 4%, tieid mArd
(ASATZ 9 84 Aloll= Wol9Adell 23t ASAT AW (amming)oltt HEIESgo] 25 3=
g7|E A&l 3975 AAlsks AR 1Esfok dtkFig. 17).
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5.2 HXIZZ/GPS MU/AOIHZZ0) HH7ks 27l MSLR(RIAH)

Sy AR I o]F vl A= IF9Y] Het ks f6 A= o® 22N
ot FEQHRE YolA| Alo]] HE Edol= ‘Atols] EQF 9l Ql=al Bk (Cybersecurity
& Infrastructure Security Agency, CISA)2 A 17€ A= A5 SGARE] Bl 374
ARZOIA “BAAET ES YISH SAITe] AElE wEsgEl ol A2 ot A
T AR HE S 358 22, “HeE W8l tisiAl= 1] CISASF FBI(Federal
Bureau of Investigation)’} 350 & Alo|H HQt ARE dlgs)] thE AA|E0] o]of Al&3]
AT 4= Q=S sl L Fith CISA= dAIEe] 25| 54 XA} sk o4
AT FKc) of7|ol= FTP(file transfer protoco)*|® Holo] okt g 1S &3
3EAGl F&Shs Bt AT B3l YA E YR HEYAE H&st
= B TS B9 Bl 159 f8EAl HIEYAE HEshe B8 sARA
HIEQA0] ZAAR] &2 AlEshs 97 23R HAo-SA=oly AR oldd =
Hl52 RIZE QIS99 Heks A3lstr] flsf thefdt e FXsiglct. A Ao] 1
Fo] 3l 19RH ARt Rl Apitol tieh ARdE7E L2 I3 (Infrastructure Asset
Pre-Assessment Program, [A-PRE)C|t}. o] Ao w2 vl AR 9 L2 ZFAIE0
Al A== AL 59 AlolH HoE QISR Q15914 24 ARE & 4= Atk
AAR 52 I3l 1871 okl 90071 o<l Al B7I =S A3t v| S5k A=
R1F1/do] A=l o] FATR A 7Rt AlEdold ¥ A7|F g HAISkL Q)
th. o]& &3l mlete] f1/d0] Frrtell Sl AFEAY Hol= thE AE5kA] U= S o
DA of-Sx]ell sl E:star UTH11]. o2 A e FAYA] A=) AR F7lo
Ot o} f1doll thigt MR/ BATAY = 185l o f1/(up/downlink 415)°] T
g A (amming) SOl HHIT 4= Sle HSls 7ido] gt FA7F B astoH13](Fig.
18).

%3t GPS AY(amming)} = SFAA] 13-AVdEAILe et Ale]H(EH 5) &
AdulE 913k 71e2l FAZ FAI5] sfof gt Ql5-9/doll gk Bt A5kt Bagt ol &

=

L 57 Al 7T 94 rawol 2 Alje] Eejet @A SRR WA QB 47
29 W A B3] S7HIAL olglo] FKhuel Akglel mIAE JRE AR wEold).

WA olf= AV B84 59 olwE ARt 2] Wzt A ARdel kAL Utk=

Truck:Mounted Jammer Recelver

UPLINK JAMMER DOWNLINK JAMMER

Fig. 18. Uplink and downlink jamming are two forms of electronic counterspace attack [2].
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Rolck. ZAIT} Wzt 9L B 283l slolHE A e B AFHET B4,
ARo| AR goleis 2719} 7)) Hofutal 9lnt. ojEjRt Aol A FRu - AR
ot AtiE o mebgo] Hokst vk ghdol AL washE 1 Hels 33 AlAdloR o
olg o]l QIck wEt o] QlEdo] I1sY F 4 Qlrke 22 wjiEol). wiok -
7} otelg 23 54 21 QB elde s BAIES SRt & ufe 7Ae] 9
3} FEA7IE ol Hoko] A9 = 7 ola-FAK 250 w27t 4 9tk vl &
Q% 95 48712 wHEo] A A WHE 712 S+ JrH6,12 (Table 1).

5.3 #8 ?I1d, 4EE 24 2FEX JEEM 2L

SA= st O]Eiﬁ]' EV\]O]'J *}O]bﬂ TAL NATO =7H=9] -.4/\4%417‘(1]74]01] £4E 5-3-_
A S QU oleh T A A1 Lol tiulsty] flsf o ol SARS A%
= A 9AE 1T 287t Qlok E3 fF5xtolA e Htolu 34
& ARH] A 4= A SAR AW (amming)olHt A& vlo|aZ2golH FAE HE
517] 9t YAAHA glo|g A B A7 (radar warning receiver, RWR)Q} &3 Ho]A o] 9
ek SAR &1 EO/IR A% (amming) 521 BEE A% SVIHA olA3 4171 (laser
Warning receiver, LWR)E A25lo] AEAS FAIE L7 QU ESH o YA A A
TR w3 45| fls 9148 SR 29K E)ck 91788 ElolA R
S fsto] SYgsk= Ak ARt ErhFig. 19).

Table 1. Examples of cyber attacks on space systems

A= 2 U8 Ijah 7|2
07/08 DOl= HEA-7 XHEA 1 MO SAAE (122 L290] RgSHA
ol 71d)
08 0] YE2F=(NASA)S| XIFZAIRS 0] &E2F=(NASA)

MO SAHRAH 25)
09/11¢ 22 GB 29| H0|E7t =2 P2 0] HEFZRIHTAUPL)
TS(094)/1870 MH H2(119)

143 SIYEE A IIEHA AOH SHOISZ MA TR) 0] SFHYTHZIS(NOAA)

174 YT 1UR0Z shy=loPt S= oA SAM =F QIE=0f AtO]H} EHQHTH
(4-527h
184 ?lY= Mot BREE 49 0= AZEQH 7|¢d
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Fig. 19. Radar warning receiver & laser warning receiver for satellite.
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Atoluol A ABIAE ZIFsHAl ARSI f-aEtoluolM ABHIA AulAE 8%t olf
+ B4l lzet Alde] mz AAoA wiziRlo] fle ARl Al tiAskE o] ofH A
7] Zoltt. FFACIE AT Al 83 F= IEU2 FRoHARE Al IEH
AT FAY A2 Foldl 71, FAAE AU AR A RS Ao R =l
o] B3t SHFE HEE A AlAlel &1 HAsiA HHEA] Hasiet AR, ol Aol 4
AL Q= 2 Rl F s, BAlor EdiE 270 SAITE vHIAIAA, gl
g ol LA EoHeR Sk Aol Auidt A s ZolHHT). Fow AoA <l
EYl /354 A 88 St dVdEel met AHU ARIAE A&H oz Al
9fgt telufel AgErA] Fg33 Heo] Hasteh AoA ARl AYS FEsh= I
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