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Analysis and Aspects of Space Warfare in the Russia-Ukraine
War (Russian Invasion of Ukraine) and Considerations for
Space Technology Development
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Abstract

In this article, Russia's space threat assessment and space warfare in the Russia-Ukraine war (Russian
invasion of Ukraine) were analyzed and summarized. Considering the probability that commercial satellites
will also be potential targets of space warfare, it is suggested that not only military satellites but also
commercial satellites develop and apply space technology that can be applied equally to space threats

when developing space technology. Necessary space technologies is listed.

o] : S, 9571%, 9F9IF, GPS A, Aol B2, SIEul B
Keywords : space warfare, space technology, space threats, GPS jamming, cyber attack,
internet satellite communication
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gAlop-g-etelut A Alore] Aoy HE) A 10013t Loftd ] S
Tolet. IA Ao HERdE RgEo] B ST 19400 A3 AIASA Al
=do] 7R 19 A9e "HENE A% o A9 AR A5 EoiRd
S5, 197080 AET ool A A Izl Sk’ d} vito] HERHOAM A" A
2R, Z2la 1990dd AAAelM Y AEPE AR 5 204171 A F A
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2000 o2t AofA 57t A=Al FEEA T ZAoPAAY oA EEs] PR A
g, oAt Alg]ol FZA GA| HojHH AfolHA’, 20109t mlto] @A} Rl
(Osama bin Laden) AAE ol AAHE ELA'T 109 & 7R £&oluiy(Qasem
Soleimani) AIAE ol E& L& -7 B9 w5 22 Adid P B
o}k 214171 Z5E, gAJok= SlolHE|=-(Hybrid War) o2 AR -HIZARY Setke] 23t
< 59l 54 Aok A2 ANEE AR ofH HAfAE o] /HEE HigoR
TRt AS skl Sk olERt Aol Aol tHld o A Aot ¢
d B} Yooy A9 3 Sk ol sl ARlstltt. 549
Fdol AL S AR 34 diidol 2 MAds Elste 571e Al 89
et ofe}, A& E el HHE & e S 1ES ek, SUsHA A&

o o5 AUk 2-go] Bt $F7]eol Hsf EASHATHIL

2. 2Alot2] =2 Gt

u] 2R A5) P H 2 Defence Intelligence Agency, DIA)O] &2 27kst 2022¢ ¢
ZOot = 7(2022 Challenges to Security In Space) EilAolE #Alol= uj=9] 94 7]&
o] ¥Hstal 9)/dell gk &L} oAz 4 FoldstE = JA%o] Akl A B
o FAACE 202080 FHtol=s 940l AR BHES 7HE S e AR HolAE A
£ 7Fs/3= FoiHth DIAY TEW ‘Aoz 2018 A= 5t HiAIgH A AR 3
S5l o] thgRt A7t Hlo|AE Efstarl lthal Biar, o5l 914 AXE dazzling
74, 29 ADT & = e ok’ EEYoh £ BaAs 203090]H A
Of= o|it; IEYRI AAHS HiXD ke QUEHA] “ol2fet % f1ES H71EE AlA
Bt ofyg} L 49 R ERE EN I ok 1181, vls SAHSEEA A Center
for Strategic & International Studies, CSIS)7} |2 HWH ‘=98 7| 2022(Space Threat
Assessment 2022) E Ao W2 AJol= 2-F2tolyt JFA] GPS AW (amming) Z 9
Al Auplsirt A=A, Aol Aol wet S7Fskintal A4 3CH2, 31 (Fig. 1).

GLOBAL
COUNTERSPACE
CAPABILITIES

SPACE
THREAT
ASSESSMENT

Fig. 1. Up—to date space security / space threat analysis materials.
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0 z=o18 Wy} 20229 25 HAlok= 20219 A E=(ow earth orbit, LEO)O] thdt DA
(Direct Ascnt)-ASAT(Anti-Satellite) A S-S A5 02 FPFom, AA7]8E YA o]
A AZZH(satellite laser ranging, SLR) A2 345} o]u|z] 42 MAE dazzlingAl7 =
ol A2 5 o, AR (electronic wartare, EW) &oFlA = SA1914 9 GPS 444171

SO 5 e HdR AlLEe BRSkal okl gristal AeHAlFig. 2).

3. BAloj-23=0|Lt HES 2FH EY
3.1 SA0k: 2fAl0f, 232t0|Lt A1 - QIEY HIEYI S2AXTH XA

gAJol-S-T o} HAY] A B F B4l Hofz ZAlole] L3gto|y Hgo] 75
7F AUES, Aol mtE gjxjokt B F3IoARE DAY 2 vzt
A AXIE, SHF &%, BYFA 9A 0 5 2jAlokto] SagtoluoA] Hel HAH|C]
m5Eo] AAsH Mgt JefA Sagtelurt AR FAlol: Etetal, SAIARSS]
SRS zdsh= 44vto] AoA GEPGTE Tt o Yoyl SIEtolut QlE
Jog 528 25 E5ks BAokt AR - E] Folotal, E2Uu|2 AalAy|
(Volodymyr Zelenskyy) - to|ut thE%-2 Hef| 13l (telegram) 0.2 Al =7loA] 1S
EHACHA)(Fig. 3).

StAEE A AANA A= 2 AR-BA AAE wAz)7] sl A 2710
B4l - A VEAE thshs 22 Aot At} gAloke S-Ato|ute] BAIRIEY
AEIAE A Est £ Qs 7RSS A ST £ 53 250 k. AAR, A =
710l gAlokz -Agtolu g AAELE mHFsk= ‘efo|H lof(wiper malware) 34 3
1, FAPIE HEE v YEA(Ddos) 3AE Frth ESE vl=9] vIzE B9 HlopA
(Viasatyg AtolH] FA3| Aulao] R 23S Zefiglont AgkalolQdct. J8fu, Aokt
2 B4l QIEY - A HEYIE TR0 nyole E8ld 342 AAJh Aokt
A BALE S-agtolu vzt B4l VEYIE ARkl Q1L #Alokte] 2pof 9-Feto]

ol w7k -S4l HIEYAE Bas] fEeiitt. A A AE7RE2 HAlokEe] it

—_

R&D TESTING OPERATIONAL USE IN CONFLICT

LEQ Direct Ascent A A ? (@]
MEQ/GEO Direct Ascent | - - Q
LEO Co-Orbital A A = L
MEO/GEO Co-Orbital =] - = Q
Directed Energy A ] 7 o]
Electronic Warfare A A A A
Space Situational Awareness A A A ?
LEGEND: NONE @ SomeE W SIGNIFICANT A  UNCERTAIN ? NODATA =—

Fig. 2. Russia space threat assessment [2].
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Fig. 3. Ukrainian soldier is controlling a drone that will drop bombs on the Russian army while
watching the screen through the Internet connected to a civilian news agency and Starlink
(5].

E4 Fukg tigolld P2olsHA] o2 SAS Fal Wethe AMol A 53T BAoRE
<= ARl ATHEE)S] Y71E712 SAFet, Al S8 /) $4 drle 1200
FAZ FupE UL A2 S OO, Aol AR Fo it AR &
Al Fuka g Qo] e Sohe S0f SAIE FellshAU, $Al U2 HEAH BAoRE
of 2 Wit ARl IR mEAL, AS7HA] 7789 HAloF Aol 2FAdelM A|%ist
E =2 w44 o] sledt T4l B AATHG,7]. It HY, FAloRte vIzE S HE
Y20l ofEshe A=) migFnt. 729 2T A A/l =2 (Shane Huntley)
+ Z8F(Politico)o “BAlokte] Y= & o QIARE AE 3] fsfiAlete f=Etol
o] ¥z SAl HIEQA7E 2 AL THE).

3.2 QEY 2Ok 232t0|Lt, O] ABKEHS MH|AZ 218 QB AL

ZAok--Aetoluy M) L4 EA 5 IFUl Eokx fAgto|ue] tAE el 1]
YR =2 I(Mykhailo Fedorov)= 29 262 42 HAT(Flon Musk)ollAl EYEZE “F
Alo] 3MdE ARIAISFeE = 5ot BAlort f-Age|uE st gkl JAle]
E27lo] S0l Aol 2HESH= B2t Aot 22lo] S-Agtelu YITIRIEAA $okx] 1l
S-AEtolue] AR AHIAE Algstal, A4 BAORIE: FRESHHRE T
u]2H]2] F8, Vladimir Vladimirovich Putin)ollAl ¥AA & si5A|27 2k 34 FTHI-
1. ohad MATEs AR AH|AE oA faztoluolA AR 7hset, B B (5=
A171) Ejmlgo] 7kl Qlaeial ESIgTE o] 5000719 AEH A 15F QFEIY A
L] Huldo] fagtelue] AFHaL, ©] F 1,330719] Huld H|[&-S HiolE FHFI}
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Fig. 4. Terrestrial reception terminal/Starlink for Starlink satellite internet service provided by
Elon Musk.

AEFPct Ut SAMHATE AHEE, S4] ©Eo] dojubr] QIEE gt Aot o]AY &
o= vl AERII AHIAR 94 QIEUS AREStY] SFRAEAYE WAL Qlok
[5,121(Fig. 4).

3.3 GPS Md: 2{Alof, 2320|Lt HSLFEH 24K GPS MISH &Al

20229¥ 29 239, NSSA(National Sequrity Space Association) F%29] Defense And
Intelligence Space Conferencel|A] AAEH AZA(Dr. Christopher Scolese) U= =7}
AZ=t(National Reconnaissance Office, NRO) 30| “BJAJo}7} &I eto|y A3-2 Yl
S o F1L B4l 9 GPS A (amming) 34 713 = T FaFeE AFA
A Aot AF O E ofd PAE TA= AFHA YA, HAY P& EUE
FE5P717F v, "ol E°1, gAloks oln 91480 GPS Al JFE skl sy =L
Astar lal, GPS AW 7hsde] A7l loh. AFA AHE ARV 851 Qe 9
S91dExto] ofle, ¥ITte] = Aot ofgt FA L] #Ao] F Zhs/do] qUrkal AA
Skar Qlof, T3t A& Aot ARl Aol FAARI AL Lol AAERE EHSHA
Ho5), 39| ZAA Ak AU L 1 BAeIA A1 o] ¥ 2Alok= GPS
APOo=E GPS AlAH £ 58, A1Z2E A &Rl 4, ERIB(PNT) Hlol8E 0|83
tl=t GPS ARARE &Y S% A=t GPS7F 25| BR8] #=d 571, |, 2%, &
AR, A BUE IR BE A S50 geths 2T & ) 22 gAloks ¢
Atoluof thsl 2 | B GPS Y= AAFPL, BAlopt S ge|uE gt IRE &
A2l GPS A-34< HHOl(Fig. 5).
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GPS INTERFERENCE DETECTED WITHIN
SEPARATIST REGION DF UKRAINE

UKRAIME

Fig. 5. Russia jammed GPS for NATO.

3.4 MOIHZZA: 2A|Of, GPS/LUAYEL LS uEE MOIH SH A

Falole} 9AetolLt WAL A2 AT oS TNko R S FAIe] uolu Bl
20] Jep Wastche F4o] U AT ek HAlolo] A3 AP Saztoluiet 9 A

ofof) FEl GPse} A1) BN A5 Wekshe AlolH o] Ik, T W]
Alote] A2 whe siAUgo] Qlrks Aol AZI=iglc ARl A 2t wse] E417]
o] Hlopo] -85t BA KA-MKA-SAT)?] 7150] BHEet wplge, 1 2k o] 9
3t iElo] SAetoliter Fu vetel AX|E o] SPFEALE Bl o] Het 1
21 g 919S ol8s) B Wag HNL ABA7E 5L ofuiA Kt o EE T3
£ 2 Ao Jeigh EF AvolAXo] AR 95 ANYE FA thie] Het. =
Aole] gA0z nhlgl Aetolute] BAY HUAS 9] AR AHIAS FAOR AT
3 U2 HATE 5U EGEE B3 (Sl AR A 21X PE Aekda v
So] @ AZE I Al A} WS WA EA A} S U 4 YL HA Ax

Efo] dael=F A."2L G, 12)(Fig. 6).

SO /Wi

Fig. 6. Russian cyberattacks.
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o

A

4. HA[O-2320|Lt T 25T

0.

4.1 2jAl0r, 30|l HBXY FEAG0 tHet HUY2E EX[0HH] A=

A 219 749 259, H59] Ao} &2 ESAQ] AlEd-1 /o] f=oly oI =
AET 2 E(Rostov-on-Don) BHA|GS A7t & w02 AXA 328 ity
Hego T8 2Aloks A3/ 83 AdAIAS] HE 5ol disi WzdstA ‘E‘l’%

AL BE AU BES oA A I S B 20, ST ol %
£ WA A5 A3k o]yl ESAS] ANEd-1 $140) et Alole] At WIHSAR 914 XH%‘)

& AF7HR = B E7FsS 7P AEsta =53 FEiQl 2R IAHCR 49 '
A5EE THAIF7] dlzolth S8S 2t IR S S5k ESIE OSINT(Open
Source INTelligence: 371&AAR) AE7FEL BA|ol7} 5.405 GHz t¥9] A= Alm
& AR A A" AldstL glow, AIE AiE AL lvke H oEE I3 o]
A Bxlopt vhgst How QAE Bl AL Breh AAA QTSIES RS
T e TS 25 W= AE Sk AoE, 59| Hu} mo] dojt f-=zo]

Oy X
o
F%
T
rfo 5
i
ﬂs;
B
18
flo
jﬂ
_Vl-L

Aokze] it olst A Qs EAH
17po] MAET ke xm It o] el €% FAAZASE ot Bl 2
W50 QP AL BRI AWAA 27148 D IAAAE FeSstE 9AH ©

g
el
0o
S

P
A,
°
juba)
ol
o

al %113}[7 (Fig. 7).

4.2 23240|L, 0|72 218 X[HS Aot LF7|H SYEE =4

vl ‘YAE ZAE(The Washington Post) of] Thi2H o|stA 2 # = 2 I(Mykhailo Fedorov)
S-Feto|v EEe(HAEE4IE A7t Az J—ﬁﬂ A omRE 8T A 7R
b u=3t {9 71 F 530] 948 A4S sk k. A olnAE EYske Y8

Sentinel-1 C-SAR satellite data composite
June 12021 - July 22 2021

_= Radar satellite data shows high energy activity around the 56hz frequencies
3 k on June 4 then showing up again on July 10, 16 and 22

Fig. 7. Russian jamming evidence of the European Space Agency's Sentinel-1 radar imaging

satellite released by Russian scientists and the media.
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A F 7R 272 5 A 4 7T FlolE (synthetic aperture radar, SAR) #1432
=94 542 AR5 Sl A7 o vlolZ23} FojH] AoE Btk wx] 7} of
E SolA] FMsls A QAR ERA 08 A5 E BHUjal Wikl Bolol A5 E B A|F
HA] A7t FHYS AL g (mapping)she 710l FddoRe 7kt
Ok EE, 5t A7k FEL EFT & Qlol 5ol A 7= ey 71 24
oA 53] 8115ttt AR olsolut AH| &, A= Hy AR #HE YRE HHT -
Qltt. FhE=lAH 0] A(Capella Space), oFo|2A01o](ICEYE), olo¥A(Airbus) S°] SAR 94
= ARESHL Qleth 71 gt 182 TR, 2R, T Aod AAE ARSSH
olu| & A/gett. A A(Planet Labs)et WA T=Z A A(MAXAR Technologies) 9
/go] of7]o] ettt el A4S #E F%U =R (WorldView)-1, 2, 3 91482
2007 olF AR 3% 496~770 kmollA] ZEskar 9lom, A FEHA U= °F 30 cm 7]
o] EAZIA] 8 4= tH8I(Fig. 8).

4.3 2{A0f, 232{0|LI0I|A GPS MY, HISLYsH, QAEUHL, TXISH ZA

Aokt GPS AY(amming) E 71el FeiQ] M2} FAE A 27] HFH 0= 45
P=dl, Eol, Aupel gulg o7 WA JAsks A9l wix|ste] &5k |= Pk
AHog ot Alok= fAEtolut FFo] AIRME7] Al 2022 2¢¥ 24YUol= =2
gto|ul A9 o]l GPS A5 Y-S AAISHHE 9L, EjAJolto] X7 FREA7Y A ¢
Qa2 A 9] SAR #lolohg AWt el /HEet AekroKKrasukha)-42F
EA wsiE Qlsf /s R-330ZH A (Zhitel} S-Agtolut HAo)] wjAstgict. 3t 2
Aokl 201595 Hix|=]7] AlReE Bl Ag§]A T (Borisoglebsk)-2 THEA AR Al
T 8R]5f -8 cH9(Fig. 9 and 10).

Fig. 8. Worldview-2 satellite image of Ukraine's Antonov Airport, with buildings and fuel tanks

engulfed in flames [Maxa Technologies].
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Fig. 9. Russian Electronic Warfare Assets. Russian SATCOM (Satellite Communication)

jammer (left) Krashuka=4 jammer (right).

4.4 AEIYIZ FHOR B

FRHE PIGQUEY MHA S0 ==

TI58t 2B A QPES Hoks9] A IS0 W7t "ok ol R HESAES] 97
£ 4d Zlo] AMdolth. shAJRE, f1g3 Aeolle 914 QlEYlo] AfAY 4= Sltk= 2 ol
Hol A2 HojE Zoloh A A 9499 FAIE 227 kgl & 19 2,000 719 918
AT AAERTD 550 kmeoll H9] A AAY UGS EF0] Aol AS HHE gich &
A7HA] oF 2,000 7S] 1S ATt A=l 2ot SR 0w, AHIAE ol&stEH 149
A AT E 9 = YRS 47 QHEUet B4 QIEYl ANARZIEADP) TS ol Al
dkA7} Qlojof gtk QFEURel AFHATE 9l oH, FBAIGelY 7X]=, SA7] 59 Qlxat
glol A AlA oA E F4 FAlo] ZRssfizlch 2020 10 HlER AHIAS AJ&RE o]
T 9 1¥ 7I€2= 145 5,00090] AEFYA AH|AE o]8stal it o f-Ftolut
APog AERIE SHOE 3 AT A4 AU Au|A7} BS FEEA =T, 943
JAeflo] 5oz Ao greto] JAL oA T o2 4 4= gl do] itk
[10(Fig. 11).
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Fig. 11. Low Orbit Satellite Internet Service. (left) Destroyed Ukrainian telecommunication

facility (right) Starlink satellite dish.

4.5 AUZt XFAHSAYCE et Aok A Mo AR ALSIH

S3tolve] BEY H YRAEFAIR ARl vetdE HEE L= HAlo] FFo] Al
7 ZFRHYAPlanet Labs), WA Z=Z 2| A(Maxar Technologies), ool ASAS(Airbus
SAS), SIe|u] A A H]A(SI Imaging Services, SIIS), &3 A7To]Z 2 (BlackSky Global), oFo]A
otel(Iceeye), AFo]AF(SpaceView), 7FlZtAFo]A(Capella Space) 5 9149714& HF
gt TR 1A=l 91 oAl BRE Eote BUAE BRlth FAlo AmE Aot A
o7 gol7] At AARICE A JgE EothE &= Itk 2 osoly F
7, 99 55 52 Tefots 83 R0 R &-fo| Jhssith 53] EHlo] gl ot
= 4 oHAE B3l BAloREY] ot Mgk mefsh= Zlo] "asitt YTt f17IdE
2 AFES o= Gt BAlot Bl I ARIE <dojof B7lskal Ql=d], o] o]
n|A|7} Letof] FHE I QYo AR EHA Aol et AARE mHo|7F FAgFit 2Al
ofe] 3o & LIl ke 7]0]97} RS HAYR Ho] Ao R FAYs] 2t
HAY, B4 2 EE SAANOINE S} A7171 5ol 2= fERE Aol IRt
o Z7H=SIt. ZAol= ol#tt A vl CIAGYAE) 22 w7Pg&=o] vdgd
I oAl= A71eS ERTE WIx7|Qdo] aekd oju|R|2 EJsial Qltk AR
ARdgol A== AolthFig. 12).

of ZAlof-Agtou} HAo A= FFPLE FAZfo|H ARGl HAJoREY] o
T ZpgolE& ERlskal, ITt AP dTS B-85to] 24A1t f-Etoluto] gk 1A
7} 7Fs 3t 53], RIZE ABjRpo|A 90& oW sid I olH|A| Al 7Fed HrE Qs
A5 7€ LHoZ A oju|NE TAAREOE B YLt E3], o] #jAlol-9-&t
ojuf AAYofA] Bolgt H2 7]E9] FAREC R AR EE SAR $14do] HiZHEopl: &-&
A SFEto|ue] 7)ol SRR WHB0% T el ol e ARt ool #Alot
Tte] o] FAIE &= A SAR I 9/d0] E8E Itk HolthFig. 13 and 14).
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SAaR Satellit

Imaging Loca n: Winnytsia,
aging Time QZ2-02-27TZ2 453 2:00
aging Mode: Spotlight

Fig. 13. SAR satellite sensor image (exhibits Russian military movement status). SAR,
synthetic aperture radar.

Fig. 14. Synthetic aperture radar (SAR) image of the Belarus-Ukraine border released on

February 24 by Capellaspace [Capella Space].
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6. 28

A7) 2 FoAE Bjxloh-9etolt @Ak fasolt FR)Y) 97 1A
5 Qo] os) ot ke, Bele 90 Pl A Eat WA B4 thge
2 e Teistel 95714 A 2ESIHELT ohle}, HEHE SRl T
& Qe 95716 el SYsIA 48eof e Atala, d8o] Wag 951%0)

sl SR

—

5.1 MY &80l tS7ts #18 XS0 7| /HEHE B2

T 999 AHIE BAloks AdE SAR AHE oy AR/ UES C4l AlA
ﬂﬂ(2015~16L%)6}71Ur HESA) FEES AY(amming)st] Y2 #FH2022E)5¢
Aon, F=2 oA AYSH7IRVE oA AIARDRE FHEE AF-S Bl 1
5154' megA 9ol et A(dazzing: =54, EIAR)S AZ=Q005~6 )53t ELL
Ne-F= 7] A S5 A o522 Y AR sl A ol5F 914 A
£ Q= FAAFe vix|(20208)sH7 1= Pt ol2gt HiAgo] n] HEI(DIARE ‘TR
20209t SHtoA Fxto] o] 271744 ml= 94dol| gt AES Felish] sl ° & A
o] 214 dlolA AlA"E HiAE 4 UE AL BRI, Yot “FERYE AL S T
Ast 1€ @A 25070 o9 f1/dol S U™ “ol= = o]of AlAlA F A=
& AL AR o]o] 55| A hRES 1k BB AY HAHoA ult A
S HAISHL ST} ti9l, BE= ol BT 4 HAA G TAIY 4 AL HE
At FAJorY] 9= wl=o] 5 Abdat s AAlEolA &Sk A oA
B A= AR, P Aoy Aol the] A7 old s Ad-elA vl 95=Rlo] A
T2 Ak g FAoF £AFAAS BRI B0t 5 vl Aot k2ol Hadt Ao
Z, DIA= “BAloke =9 9= 718t AHIAE FEgsiAY vl 832 ARSH] St
5 AlAEE FHAASEL P “gAlokx 2020 S9EE vl f1/d0] & HiE & &
U A FlolAE &8 Aol A o]of 20307 EE QlEei ol YEe
7¥oh= &Y oA U715 #iAE Sk AF AL SEATHI0L oY FS=3 2jAlorY] &
FAEE 7P vlEol 29 SAelA gl 2 & Stk & —vJ“;‘ FE= st
£ o5 914(SAR/EO &Ll et 2 4 24 SAR AW 34 =2 #oj|A 34
(dazzling =54, blinding =2 EA §)o2 ot 949 &= o] s AF WA
o &gttt ol 182 7P 7heAdol B2 918 KB 2E AY(amming)oll oJgt F
A 7hs730] =2 AL 1T 4= SltFig. 15).

Aol A 587t 2 FAof it thg AUERE s A 11EE Flo|A= S
AAE dazzling(&5-4))/ blindingGes EA )sto] HIARE AT Al ol 4= Q=
5719 7dE-Eo] asit oo thet Wolrle FAA Al digt Ze s, Aat
Z={filtering & shuttering)”] AX|7F U3, SAR AW (amming)®] 73S AWAlS A=
3ff <telut ¥ s 9] Nulling(8 %, null-steering 71%), -8 ZE P} /324 gt At

7] A#(shieldling) 5] ®<tel AZTE g PIALASAT)Y] &84 FIAll= 3F
Ao g 7|5 AMESto] 34S BlHjols 571 8% EastHFig. 16).
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Likelihood of Occurrence for Types of Commumnications Attack
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Fig. 15. Likelihood of occurrence for types of communications attack.
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Fig. 16. Response scenarios for attacks from ground to orbiting satellite.
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Fig. 17. Response scenarios for attacks from orbital warfare.
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5.2 HXIZZ/GPS MU/AOIHZZ0) HH7ks 27l MSLR(RIAH)

Sy AR I o]F vl A= IF9Y] Het ks f6 A= o® 22N
ot FEQHRE YolA| Alo]] HE Edol= ‘Atols] EQF 9l Ql=al Bk (Cybersecurity
& Infrastructure Security Agency, CISA)2 A 17€ A= A5 SGARE] Bl 374
ARZOIA “BAAET ES YISH SAITe] AElE wEsgEl ol A2 ot A
T AR HE S 358 22, “HeE W8l tisiAl= 1] CISASF FBI(Federal
Bureau of Investigation)’} 350 & Alo|H HQt ARE dlgs)] thE AA|E0] o]of Al&3]
AT 4= Q=S sl L Fith CISA= dAIEe] 25| 54 XA} sk o4
AT FKc) of7|ol= FTP(file transfer protoco)*|® Holo] okt g 1S &3
3EAGl F&Shs Bt AT B3l YA E YR HEYAE H&st
= B TS B9 Bl 159 f8EAl HIEYAE HEshe B8 sARA
HIEQA0] ZAAR] &2 AlEshs 97 23R HAo-SA=oly AR oldd =
Hl52 RIZE QIS99 Heks A3lstr] flsf thefdt e FXsiglct. A Ao] 1
Fo] 3l 19RH ARt Rl Apitol tieh ARdE7E L2 I3 (Infrastructure Asset
Pre-Assessment Program, [A-PRE)C|t}. o] Ao w2 vl AR 9 L2 ZFAIE0
Al A== AL 59 AlolH HoE QISR Q15914 24 ARE & 4= Atk
AAR 52 I3l 1871 okl 90071 o<l Al B7I =S A3t v| S5k A=
R1F1/do] A=l o] FATR A 7Rt AlEdold ¥ A7|F g HAISkL Q)
th. o]& &3l mlete] f1/d0] Frrtell Sl AFEAY Hol= thE AE5kA] U= S o
DA of-Sx]ell sl E:star UTH11]. o2 A e FAYA] A=) AR F7lo
Ot o} f1doll thigt MR/ BATAY = 185l o f1/(up/downlink 415)°] T
g A (amming) SOl HHIT 4= Sle HSls 7ido] gt FA7F B astoH13](Fig.
18).

%3t GPS AY(amming)} = SFAA] 13-AVdEAILe et Ale]H(EH 5) &
AdulE 913k 71e2l FAZ FAI5] sfof gt Ql5-9/doll gk Bt A5kt Bagt ol &

=

L 57 Al 7T 94 rawol 2 Alje] Eejet @A SRR WA QB 47
29 W A B3] S7HIAL olglo] FKhuel Akglel mIAE JRE AR wEold).

WA olf= AV B84 59 olwE ARt 2] Wzt A ARdel kAL Utk=

Truck:Mounted Jammer Recolver

UPLINK JAMMER DOWNLINK JAMMER

Fig. 18. Uplink and downlink jamming are two forms of electronic counterspace attack [2].
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Rolck. ZAIT} Wzt 9L B 283l slolHE A e B AFHET B4,
ARo| AR goleis 2719} 7)) Hofutal 9lnt. ojEjRt Aol A FRu - AR
ot AtiE o mebgo] Hokst vk ghdol AL washE 1 Hels 33 AlAdloR o
olg o]l QIck wEt o] QlEdo] I1sY F 4 Qlrke 22 wjiEol). wiok -
7} otelg 23 54 21 QB elde s BAIES SRt & ufe 7Ae] 9
3} FEA7IE ol Hoko] A9 = 7 ola-FAK 250 w27t 4 9tk vl &
Q% 95 48712 wHEo] A A WHE 712 S+ JrH6,12 (Table 1).

5.3 #8 ?I1d, 4EE 24 2FEX JEEM 2L

SA= st O]Eiﬁ]' EV\]O]'J *}O]bﬂ TAL NATO =7H=9] -.4/\4%417‘(1]74]01] £4E 5-3-_
A S QU oleh T A A1 Lol tiulsty] flsf o ol SARS A%
= A 9AE 1T 287t Qlok E3 fF5xtolA e Htolu 34
& ARH] A 4= A SAR AW (amming)olHt A& vlo|aZ2golH FAE HE
517] 9t YAAHA glo|g A B A7 (radar warning receiver, RWR)Q} &3 Ho]A o] 9
ek SAR &1 EO/IR A% (amming) 521 BEE A% SVIHA olA3 4171 (laser
Warning receiver, LWR)E A25lo] AEAS FAIE L7 QU ESH o YA A A
TR w3 45| fls 9148 SR 29K E)ck 91788 ElolA R
S fsto] SYgsk= Ak ARt ErhFig. 19).

Table 1. Examples of cyber attacks on space systems

A= 2 U8 Ijah 7|2
07/08 DOl= HEA-7 XHEA 1 MO SAAE (122 L290] RgSHA
ol 71d)
08 0] YE2F=(NASA)S| XIFZAIRS 0] &E2F=(NASA)

MO SAHRAH 25)
09/11¢ 22 GB 29| H0|E7t =2 P2 0] HEFZRIHTAUPL)
TS(094)/1870 MH H2(119)

143 SIYEE A IIEHA AOH SHOISZ MA TR) 0] SFHYTHZIS(NOAA)

174 YT 1UR0Z shy=loPt S= oA SAM =F QIE=0f AtO]H} EHQHTH
(4-527h
184 ?lY= Mot BREE 49 0= AZEQH 7|¢d
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Fig. 19. Radar warning receiver & laser warning receiver for satellite.
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Jl o foh BAlsTe] "asithe faEolu R 84S Woked] ArolAXE ¢
Atoluol A ABIAE ZIFsHAl ARSI f-aEtoluolM ABHIA AulAE 8%t olf
+ B4l lzet Alde] mz AAoA wiziRlo] fle ARl Al tiAskE o] ofH A
7] Zoltt. FFACIE AT Al 83 F= IEU2 FRoHARE Al IEH
AT FAY A2 Foldl 71, FAAE AU AR A RS Ao R =l
o] B3t SHFE HEE A AlAlel &1 HAsiA HHEA] Hasiet AR, ol Aol 4
AL Q= 2 Rl F s, BAlor EdiE 270 SAITE vHIAIAA, gl
g ol LA EoHeR Sk Aol Auidt A s ZolHHT). Fow AoA <l
EYl /354 A 88 St dVdEel met AHU ARIAE A&H oz Al
9fgt telufel AgErA] Fg33 Heo] Hasteh AoA ARl AYS FEsh= I
<= 712 o] ot} AgE 7] HsiA olsF Bis midyt viEE] 8, AdidE AN
She ols® W] 52 E8she tikS A4E & Zart k. oMY IF = A
= AHE SANE A A 340 EdsHA 2 Aol HElet 59 ek ek
SF7le P Eas) H]lnh ofet B Wkt
T e Aoz o] A2iA oA(TAY 3 AMA Aljbe A 35 H SVITAL

Aol gt FA7F 93-S 33 HFig. 20).
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Fig. 20. Starlink Internet Servive. Starlink orbit (left) and internet service speed (right).
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