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Abstract

In this article, Russia's space threat assessment and space warfare in the Russia-Ukraine war (Russian
invasion of Ukraine) were analyzed and summarized. Considering the probability that commercial satellites
will also be potential targets of space warfare, it is suggested that not only military satellites but also
commercial satellites develop and apply space technology that can be applied equally to space threats

when developing space technology. Necessary space technologies is listed.

o] : S, 9571%, 9F9IF, GPS A, Aol B2, SIEul B
Keywords : space warfare, space technology, space threats, GPS jamming, cyber attack,
internet satellite communication
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20004t ojzta oA 5dt ARl FUEA 3} AopAA oA Eds] YA A
24, olagtdo] AlEjop £ Al HolFE ‘Alo|HA, 2010 mlto] AW} wlEkgl
(Osama bin Laden) AAS Yol AAHE ELA'Y 108 & 7H &&o]ut(Qasem
Soleimani) AAE ¢Io EEZ &85 §-F11 EFA' 9] Bgat -2 dAhd Fde Hel
o}, 21417] X8k, #Aloks ‘Slo| B =A(Hybrid War) o2k FAFR] - HIZALE] Seke] 23}
< 53 B2 gAohe A2 AANES ARPT ol HAAME o] HES vigos
oheFet AP'S =9¥okal Qlrk. ol2fgt Al SFAF il 4= UA 2AlorY] 59
g w71et gjAlo-9-Tetoluyt A LFHS EAokar el disl AeElotgitt. 49
FAgo] A& TS AR T tide] E S TEsi] 9571 Al 89
g8t ofye}, A8 E S dHIT £ Sl 571eS Jidety, SUSHA A&

o o5 AUk 2-go] Bt $F7]eol Hsf EASHATHIL

2. 2Alot2] 22 Gt

u] 2R A5) P H 2 Defence Intelligence Agency, DIA)O] &2 27kst 20224¢ £
ZOtH = 2(2022 Challenges to Security In Space) EilAolE #Alol= uj=9] 94 7]&
o] ¥Hstal 9)/dell gt &L} oAz 4 Foldstd = JA%o] Atk A B
o FAACE 202080 FHtol= 940l AR BHES 7R S Sle AR HolAE A
£ 7Fs/3= FolFth DIAY TEW ‘Aoz 2018 A= 5t HiAgH A AR 3
St ofn] Theet 24715t lo|AE Efskarl Jrtal HRaL, o5l 94 AAE dazzling
A, 29 AT & e e ok EEFoh B3 BaAs 203090]H HA]
Oh= o|it; TERI AARS HiX[D ke QUHHA] “ol2fet % f1ES A7 AlA
Bt ofyg} e 49 R ERE AEN I Joh 1191, vls SAHSEEA A Center
for Strategic & International Studies, CSIS)7} |2 HWH ‘=& 7| 2022(Space Threat
Assessment 2022) E Ao W2 AJol= 2-F2tolyt JFA] GPS AW (amming) Z 9
Al Auplsirt A=A, Aol Aol wet S7Fskintal A4 3CH2, 31 (Fig. 1).

GLOBAL
COUNTERSPACE
CAPABILITIES

SPACE
THREAT
ASSESSMENT

Fig. 1. Up—to date space security / space threat analysis materials.
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‘0=o18 17} 20220 Qshd FAlol= 2021 AHE(ow earth orbit, LEO)o]| T3t DA
(Direct Ascnt)-ASAT(Anti-Satellite) SAA TS 5202 S o, X47]8E /o]
A AR5 (satellite laser ranging, SLR) A2 F3} o|u]x] 9449] AAE dazzingAl7]=
ol A2 5 o, AR (electronic wartfare, EW) &oFlA = SA1914 9 GPS 444171

S e 5 e TSR AlLEe BRskal okl gristal iHAlFig. 2).

3. ZAloj-23=0|Lt HES 2FH EY
3.1 A0k 2fAl0f, 232t0|Lt A1 - QIEY HIEYI S2AXTH XA

gAJol-S-T o} HAY] A B F B4l Hofz ZAlole] L3gto|y Hgo] 75
7F AUES, Aol mtE gjxjokt B F3IoARE DAY 2 vzt
A AXIE, SHF &%, BYFA 9A o 5 2jAlokto] SagtoluoA] Hel HAH|C]
m5Eo] AAsH Mgt JefA Sagtelurt AR FAlol: Etetal, SAIARSS]
SRS zdeh= 424vHo] AoA GEPGTE Tt o Yoyl SIstolut QlE
Jog 528 250 E5kS BAlokt AR - E] Folotal, E2Uu|2 AalA7|
(Volodymyr Zelenskyy) - to|ut thE%-2 Hef| 13l (telegram) 0.2 Al =7loA] 1S
EHACHA)(Fig. 3).

StAEE A AANA A= £ AH-BA AAE vHAz7] sl A 271
B4l - A YEAE thshs 22 Aot Attt gjAloke S-Ato|ute] BAIRIEYl
AEIAE At Est £ Qs 7RSS A ST £ 53 250 k. AAR, A =
710l gAlokz -Agtolu g AAELE mHFsk= ‘efo|H lof(wiper malware) 34 3
1, FAPIE HEE v YEA(Ddos) 3AE Frth ESE vl=9] vIzE B9 HlopA
(Viasatyg AtolH] FA3| Aulao] R 23S Zefiglont AgkalolQdct. J8fu, Aokt
2 B4l QIEY - A HEYIE TR o= nysle &84 342 AAJh Aokt
A BALE S-agtolu vzt B4l VEYIE ARkl Q1L #Alokte] 2pof 9-Feto]

ol w7k -S4l HIEYAE Bas] fEeiitt. A A AE7RE2 HAlokEe] it

—_

R&D TESTING OPERATIONAL USE IN CONFLICT

LEQ Direct Ascent A A ? (@]
MEQ/GEO Direct Ascent | - - Q
LEO Co-Orbital A A = L
MEO/GEO Co-Orbital =] - = Q
Directed Energy A ] 7 o]
Electronic Warfare A A A A
Space Situational Awareness A A A ?
LEGEND: NONE @ SomeE W SIGNIFICANT A  UNCERTAIN ? NODATA =—

Fig. 2. Russia space threat assessment [2].
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Fig. 3. Ukrainian soldier is controlling a drone that will drop bombs on the Russian army while
watching the screen through the Internet connected to a civilian news agency and Starlink
(5].

E4 Fukg tigolld P2olsHA] o2 SAS Fal Wethe AMol A 53T BAoRE
<= ARl ATHEES] H71E712 SAFet, Al S8F /) $4 drle 1200
FAZ FupE UL A2 S OO, Aol AR Fo it AR &
Al Fuka g Qo] e Sohe S0f SAIE FellshAU, $Al U2 HEAH BAoRE
of 2 Wit ARl IR mEAL, AS7HA] 7789 HAloF Aol 2FAdelM A|%ist
F =2 w44l o] sedt T4l B AATHG,7]. It HY, FAlote vIzE S HE
Y20l ofEshe A=) migFnt. 729 2T A A/l =2 (Shane Huntley)
+ Z8F(Politico)o “BAlokte] Y= & o QIARE AE sP7] fIsiAlete el
o] ¥z SAl HIEQA7E 2 AL THE).

A

3.2 QEY 2Ok 232t0|Lt, O] ABKEHS MH|AZ 218 QB AL

ZAok--Aetoluy M) L4 EA 5 IFUl Eokx fAgto|ue] tAE el 1]
YR =2 I(Mykhailo Fedorov)= 29 262 42 HAT(Flon Musk)ollAl EYEZE “F
Alo] 3MdE ARIAISFeE = 5ot BAlort f-Age|uE st gkl JAle]
E27lo] S0l Aol 2HESH= B2t Aot 22lo] S-Agtelu YITIRIEAA $okx] 1l
S-AEtolue] AR AHIAE Algstal, A4 BAORIE: FRESHHRE T
u]2H]|%] F8, Vladimir Vladimirovich Putin)ollAl ¥AA & si5A|27 2k 3 THI-
1. ohad MATE AR AH|AE oA faztoluolA AR 7hset, B B (5
A171) Ejmlgo] 7kl Qlaeial ESIgTE o] 5000719 AEH A 15F QFEIY A
L] Huldo] fagtelue] AFHAL, o] F 1,330719] Huld H|[-&S HiolE PHFI}
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Fig. 4. Terrestrial reception terminal/Starlink for Starlink satellite internet service provided by

Elon Musk.

AEFPct W7t SAMHATE e e, S4 ©Eo] dojukr] QIEE gt Aot o]AY &
o= vl AERII AHIAR 94 QIEUS AREStY] SFRAEAYE WAL Qlok
[5,121(Fig. 4).

3.3 GPS Md: 2{Alof, 2320|Lt HSLFEH 24K GPS MISH &Al

20229¥ 29 239, NSSA(National Sequrity Space Association) 5% 9] Defense And
Intelligence Space Conferencel|A] AAEH AZA(Dr. Christopher Scolese) U= =7}
AZ=t(National Reconnaissance Office, NRO) 30| “BJAJo}7} &I eto|y A3-2 Yl
S o F1L B4l 9 GPS A (amming) 34 713 = T FaFeE AFA
A Aot AF O E ofd PAE TA= AFHA YA, HAY P& EUE
FE5P717F v, "ol E°1, Aok olnl 91480 GPS Al JFE skl sy =L
Astar lal, GPS AW 7hsde] A7l loh. AFA AHE ARV 851 Qe 9
S91dExto] ofle, ¥ITte] = Aot ofgt FA L] #Ao] F Zhs/do] qUrkal AA
Skar Qlof, T3t A& Aot ARl Aol FAAR] AL Lol AAERE EHSHA
Ho5), 39| ZAA Ak AU L 1/ BAeIA A1t o] ¥ 2Alok= GPS
APOo= GPS AlAH £ B8, A1Z2E A &Rl 4, ERIB(PNT) HlolHE o83
tl=t GPS ARARE &Y S% A=t GPS7F 5] BR8] #=d 571, |, 2%, &
AR, A BUE IR BE A S50 geths 2T & ) 22 gAloks ¢
Aol thsl 2 | 59t GPS A= AAFLL, ZAopt A go|uE 33 diE 2
A2l GPS A-34< HHOl(Fig. 5).
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GPS INTERFERENCE DETECTED WITHIN
SEPARATIST REGION DF UKRAINE

UKRAIME

Fig. 5. Russia jammed GPS for NATO.

3.4 MOIHZZA: 2A|Of, GPS/LUAYEL LS uEE MOIH SH A

Falole} 9AetolLt WAL A2 AT oS TNko R S FAIe] uolu Bl
20] J3pt Wastche F4o] U AT ek Aol A3 AP Saztoluet 9 A

ool FEl GPse} A1) BN A5 Wekshe Alo]H o] 9L, T W]
Aote] A2 e siAugo] Qlrks 4ol AZI=iglct ARl A 2t wse] F417]
o] Hlopo] ¢85t BA KA-MKA-SAT)?] 7150] BHEet wplge, 1 2k o] 9
3t iElo] SAetoliter Fu vetel AX|E o] SPFEALE Bl o] Het 1
21 g 919S ol8s) B Wag HNL ABA7E 5L ofuiA Kt o EE T3
£ 2 Ao Jeigh EF AvolAXo] AR 95 ANYE FA thie] Het. =
Aole] gA0z nhlgl Aetolute] BAY HUAS 9] AR AHIAS FAOR AT
3 AR HATE 5U EGEE B9 (St AR A 21X P Aekda v
So] @ AZE I Al A} WS WA EA A} S U 4 YL HA Ax

Efo] dael=F A."2L G, 12)(Fig. 6).

SO /Wi

Fig. 6. Russian cyberattacks.
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o

A

4. HA[O-2320|L T 23T

0

4.1 2jAl0r, 30|l HBXY FEAG0 tHet HUY2E BX[0HH] A=

A 219 749 259, H5=9] Ao} &2 ESAQ] AlEd-1 /o] fA=oly oI =
AET 2 E(Rostov-on-Don) BHA|GS A7t & w02 AXA 328 ity
Hego 15 2Aloks A39/dS 83 AdAIAS] HE 5ol disi WzdstA ‘E‘l’%

AL BE AU BES oA 9 I S B 20k, ST ol %
£ WA A5 A3k o]yl ESAS] ANEd-1 $140) et Alole] At WIHSAR 914 XH%‘)

& AF7HR = B E7FsS 7P AEsta =53 FEiQl 2R IAHCR 49 '
A5EE TN 2ol S48S 2t IR S5k ESIE OSINT(Open
Source INTelligence: 37I&AAR) AE7FEL BA|ol7} 5.405 GHz t¥9] A= Al
& AR A A" AldstL glow, AIE AiE AL lvke H oEE I3 o]
A Bxlopt vhgst How QAE Bl AL Breh AAA QTSIES RS
T e TS 25 W= AE Sk AoE, 59| Hu} mo] dojt f-=zo]

Oy X
o
F%
T
rfo 5
i
ﬂs;
B
18
flo
jﬂ
_Vl-L

AokZ9] Tt o5t AR 8] FA
2] AT 9l xm I of el S TABEARE Ao EAAD 2L
5ol o ATINS T8 APAAC] 2/1AR L FAAAES Feskstel 9Ad =

g
el
0o
S

P
A,
°
juba)
ol
o

al %113}[7 (Fig. 7).

4.2 23240\, O|72 218 X[HS Aot LF7|H SYEE =4

vl ‘YAE EAE(The Washington Post) of] Thi2H o|stA 2 # = 2 I(Mykhailo Fedorov)
S-Feto|v EEe(HAEE4IE A7t Az J—ﬁﬂ A omRE 8T A 7R
b u=3t {9 71 F 530] 948 A4S sk k. A olnAE EYske Y8

Sentinel-1 C-SAR satellite data composite
June 12021 - July 22 2021

_= Radar satellite data shows high energy activity around the 56hz frequencies
3 k on June 4 then showing up again on July 10, 16 and 22

Fig. 7. Russian jamming evidence of the European Space Agency's Sentinel-1 radar imaging

satellite released by Russian scientists and the media.
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A F 7R 272 5 A 4 77 FlolE (synthetic aperture radar, SAR) #1432
=94 542 AR5 Sl A7 o vlolZ23} FojH] AoE Btk wx] 7} of
E SolA] FMsls A QAR ERA 08 A5 E BHUjal Wikl Bolol A5 E B A|F
HA] AR FHUS AL g (mapping)she 71Eolt. FddoRe 7kt
Ok EE, 5t A7k FEL EFT & Qlol 5ol A 7= ey 71 24
oA 53] 815t AR olsolut AH| B, A= Hy AR #HE YRS SHT -
Qltt. FhE=lAH 0] A(Capella Space), oFo|2A01o](ICEYE), olol¥A(Airbus) S°] SAR 94
= ARESHL Qleth 71 EtA 9148 THAREA, 2R, Tk 2o AlAE ARSSH
olu| & A/gett. A A(Planet Labs)et WA T=Z A A(MAXAR Technologies) 9
/go] of7]o] ettt el A4S #E F%U =R (WorldView)-1, 2, 3 91482
2007 olF AR 3% 496~770 kmollA] ZEskar 9lom, A FEHA U= °F 30 cm 7]
o] EAZIA] 8 4= tH8I(Fig. 8).

4.3 2{A0f, 232{0|LI0I|A GPS MY, HISLYsH, QAEUHL, TXISH ZA

Aokt GPS AY(amming) E 71el FeiQ] M2} FAE A 27] HFH 0= 45
P=dl, Eol, Aupel gulg o7 WA JAsks A9l wix|ste] &5k |= Pk
AHog ot Alok= fAEtolut FFo] AIRME7] Al 2022 2¢¥ 24YUol= =2
gto|ul A9 o]l GPS A5 A& AAISHHE 9L, EjAlolto] Z7|FRBA7 Y A ¢
Qa2 A 9] SAR #lolohg AWt el /HEet AekroKKrasukha)-42F
EA wsiE Qlsf /s R-330ZH A (Zhitel} S-Agtolut HAo)] wjAstgict. 3t 2
Aokl 201595 Hix|=]7] AlReE Bl Ag§]A T (Borisoglebsk)-2 THEA AR Al
T 8R]5f -8 cH9(Fig. 9 and 10).

Fig. 8. Worldview-2 satellite image of Ukraine's Antonov Airport, with buildings and fuel tanks

engulfed in flames [Maxa Technologies].
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Fig. 9. Russian Electronic Warfare Assets. Russian SATCOM (Satellite Communication)

jammer (left) Krashuka=4 jammer (right).

4.4 AEIYIZ FHOR B

FRHE PIGQUEY MHA S0 ==

I5% AE A AES Wokse] HE A5 Yo7t Aok o2 HESRES] 98
£ 4tE Zlo] AMdolth. shAJRE, f1g% Aolle 914 QlEYlo] At Y 4= Sltk= 2 o]
Hofl A& HojE Aolt}. AEdA 149 FAIE 227 kgl & 19+ 2,00099 71| #1d<
A7 AAER] 550 kmoll =9 A AlAIC] AEUGS E&5] Adote 2AS BR=2 gtk 9@
A7HA] oF 2,000 7S] 1S ATt A=l 2ot SR 0w, AHIAE olgstEH 49
A AT E U S YRS 4F QHEUet B4 QIEYl ANARZIEADP) TS ol Al
dkA7} Qlojof gtk QrEURel AFHATE 9l oH, FEAIgeY 7|X]=, $A7] 9 Qlzat
glole A AlA oA F4 F4lo] Zhssfizlct 2020 10 HlEl AHIAS A& o]
T 9 1¥ 7I€2= 145 5,000%0] AEFYA AH|AE o]8stal Qlrt. o f-Fto|ut
APog AERFE FHOE T AT A4 AU Au|ATL B8 FEEHA H, 2
JAelo] 5oz Ao greto] JAL o4 T o] 4e 4= gl do] ik
[101(Fig. 11).

3
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Fig. 11. Low Orbit Satellite Internet Service. (left) Destroyed Ukrainian telecommunication

facility (right) Starlink satellite dish.

4.5 AUZt XFAASAYCE et Aok A Mol AR ALSIH

S3tolve] BEY H YRAEFAIR ARl vetdE HEE L= HAlo] FFo] Al
=7 ZFRHYAPlanet Labs), WA ZEZ 2| A(Maxar Technologies), ool ASAS(Airbus
SAS), SIe|u] A A H]A(SI Imaging Services, SIIS), &3 A7To]ZZH(BlackSky Global), oFo]A
otel(Iceeye), AFo]AF(SpaceView), 7FlZtAFo]A(Capella Space) 5 9149714& HF
gt TR 1A=l 91 oAl BRE Eote BUAE BRlth FAlo AmE Aot A
o7 gol7] At AARICE A S EothE &= Itk 2 olsoly F
7, 99 55 52 Tefots 83 R0 R &-fo| Jhssith 53] EHlo] gl ot
= 4 oHAE B3l BAloREY] ot Mgk mefsh= Zlo] "asitt YTt f17IdE
2 AFES o= Gt BAlot Bl I ARIE dojof B7liskal Ql=d], o] o]
n|A|7} Letof] FHE I QYo AR EHA Aol et AARE mHo|7F FAgFit 2Al
ofe] 3o & LIl ke 7]0]97} RS HAYR Ho] Ao R FAYs] 2t
HAY, B4 2 EE SAANOIANE S} A7171 5ol 2= fERE Aol vt
o Z7H=SIt. TAol= o2t A vl CIAGYAE) 22 w7Pg&=o] vdgd
I oAl= A71eS ERTE WIx7|Qdo] aekd oju|R|2 EJsial Qltk AR
ARdgol A== AolthFig. 12).

of ZAlof-Agtou} HAo A= FFPLE FAZfo|H ARGl HAJoREY] o
T ZpgolE& ERlskal, ITt AP dTS B-85to] 24A1t f-Etoluto] gk 1A
7} 7Fs 3t 53], RIZE ABRpoA 90& oW sid A olH|A| Al 7Fed HrE Qs
A5 7€ LHoZ A oju|NE TAAREOE B YLt E3], o] #jAlol-9-&t
ojuf AAYofA] Bolgt H2 7]E9] FAREC R AR EE SAR $14do] HiZHEopl: &-&
A SFEto|ue] 7)ol SRR WHB0% T el ol e ARt ool #Alot
Tte] o] FAIE &= A SAR I 9/d0] E8E Itk HolthFig. 13 and 14).



J. Space Technol. Appl. 2(2), 169-186 (2022)

SAaR Satellit

Imaging Loca n: Winnytsia,
aging Time QZ2-02-27TZ2 453 2:00
aging Mode: Spotlight

Fig. 13. SAR satellite sensor image (exhibits Russian military movement status). SAR,
synthetic aperture radar.

Fig. 14. Synthetic aperture radar (SAR) image of the Belarus-Ukraine border released on

February 24 by Capellaspace [Capella Space].
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AZ7HA] 2 FolHE Bjxlol-9Tetolt ABEALY Saztelt HB)Y S B
% pagol] el ot Hgkeh. Hole Ao o] A9 ERF WM 34 o
2 AAHE TRste] 95714 A FEIIBET ohlek AHEE SFIIF Pl
S 9k 937142 AUt FUH MBS TS Atel, 2go] BAG $77140

8 EASHA.

—

A".:

5.1 MY &80l tS7ts #18 XAE0 37| /HEHE B2

T 999 AHIE BAloks AdE SAR AHE oy AR/ UES C4l AlA
ﬂﬂ(2015~16ﬂ)6}71ur H(ESA) FE9ES AY(amming)st] S #FH20224)5¢
Aom, F=Z oA AYSH7I(RVE HolA AIARDRE FHEE A5-S Bl 1
5154' negA g0l et A(dazzing: =54, EIAF)S AlE=Q005~6 )83t ELL
Ne-F= 7] A S5 A o582 Y AR sl A ol5F #14d AH
£ Q= FAAHo Hix|(20208)sH7 1= Frt. ol2gt HiAFo] B HEI(DIARE ‘TR
20204t SHtolA Fxto] o] 271744 ml= 94dol| gt AES Ffishy] Al ¥ w2 A
o] 214 dlolA AlAEE HiAE 4 UAH AL BAFAL, Yot “FEYE AL S T
At 1€ @A 25070 o) de] f1/dol S U™ "ol = o]of AlAlA = A=
& AL AR o]o] 55| A hRES ke HBEY AY AHoA] ult A
S HAISHL ST Q} ti9l, BE=slE BT B ARG TAIY 4 AT HE
At FAJorY] A= wl=o] §5 At s AAlEolA Y&tk A oAzl
T A Ao, P faoly Aol tie] A7 olf == A”ellA vl 9=Rlo] A
T2 Ak qf HAoF £FAAS BRI B0l 5 vl Aot k2ol Hadt ARko
Z, DIA= “BAloke =] 9 7]8E AHIAE FEssiAY vl 832 ARSH] St
S AA”RE Fgskal ok BAoHE 2020 T S vl 9450 2 HofE & 5
U= A FlolAE &8 Aol AYH. o]of 2030¥7HA]| R QlEeidol YEe
7¥oh= 11EY oA 715 #iAE S AF AL SESATHI0L oY FS=3 2Aloke] £
FEE 7P vlEol 29 SAtolA f1do] 2 & Stk & —v—Z“;'L 5= st
£ oF% $14(SAR/EO &LVl gt 2 4 A4 SAR AW 34 =2 #oj|A 34
(dazzling =54, blinding =& 8A LR o5 949 A= H&] tisf AX A4
o &gttt ol 182 7P 7heAdol B2 918 KB 2E AY(amming)oll SJgt F
2 7Fs/30] 2 A& & 4= UekFig. 15).

Aol A 587t 2 FZAof gt th8 AU RE s A 11EE Flo|A = S
HAE dazzlingEF-4)/ blindingGeS B g)ste] FIARE AT A] Hold 5= =
$71€9] 7EAgo] Zasitt oldf tigt Wojrla FAA AlAol gt TEF, Apdet
Z=(filtering & shuttering)”] G217} 941, SAR A (amming)?] 73S AWAI S AHHE 9
5ff HEVF 1 s 9] Nulling(8%, null-steering 71%), 28 DE| g1} 1A o] ohgt A=}
7] tH|(shieldling) 5] ¥Rto] A7 HHeld PIALASAT)Y] 2&224 FIAll= 3F
Ao g F7|E AMESt] 345 BlHslks 571 8% Ea5tHFig. 16).
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Likelihood of Occurrence for Types of Commumnications Attack
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Fig. 15. Likelihood of occurrence for types of communications attack.
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Fig. 16. Response scenarios for attacks from ground to orbiting satellite.

Ad BN |SE=) Ag) @
Y 1_| M(TH n|]
T).’l_ 1 \\\
T
o rﬂ'w\ N
\Qr - NS .
L nm%msm] ¥
Bocyguard satellites jam the sensors on an incaming warhesd while the taget satellite ma-
neuvers 1o safety.

HY WIS E=0 M)
20i9/ @A 3
100

—_—
—
—_—

Bodyguard satellites fire projectiles at an incoming warhead while the target satellite ma-
nawvars to safaty

Fig. 17. Response scenarios for attacks from orbital warfare.

5 5% L3400 At dis AluEes & A4 B BA/F4 Al
AlAol] =] A Stealth 7]&2 283

RF/IR
O, AIES AR WS 5
sk, 3 229 Hholy

7](Electro-magnetic Decoy) BAIE= 23] & Q7| Ut oo 4

AL, A= FE 5=
7|9Hdeception) 7|HE& 8ot 2YFok= A

| AFd(anti-satellite, ASAT)Z AL Z 9] thu]ste] AX}7] 7]qt

5 9 mArY

Stealth

shge Hoe
2 vFAHA
SEELE:

(ASADE 914 84 Alofl= wolel/dol gt ASAT A% (amming)olu H91do] 5 =

4718 A48 715 S

& AAISHE 714 e siof etk(Fig. 17).

https://www.jstna.org

| 181



2A|0f-R32H0[Lt HH(2HAI0HS] R32H0|Lt

HB)Y eFW 2

1%

U QRN 2|1 QFI|S LAl DR

182 | https://doi.org/10.52912/jsta.2.2.169

5.2 MXSZ/GPS MY/AO[HS A tHH7ts Eot7|E HMEWUQ(XILH)

SAtolu AR I o]F w5 A= QIEF9IAF9 Het e sl A=HoE A
oh FEQHEE Yo Ato|H HoRS diddh= ‘Afold] HoE Wl Qlae} WOk (Cybersecurity
& Infrastructure Security Agency, CISA)2 A 17€ A= A4 SGARE] Bl 374
AXZoIA “BAAET ES YISH SAITe] AElE wEsgEl ol A2 ot A
T AR HE S 3R8 22, “HeE U8l tisiAl= 1] CISASF FBI(Federal
Bureau of Investigation)”} -5 0% Ato|H Bl AREE WHgs| tfE GAE0]| ofof Al&43]
AT 4= Q=S sl L itk CISA= dAIEe] 25| 54 XA} sk o4
AT F8c) of7|ol= FTP(file transfer protoco)*| @ Hoto] okt g 129 E3F
3EAGl F&sh= B A B3l AR YR HEYAE H&st
= B $eAEE B vl 159 f9EAl HEYAE HEShe B8 SARA
HIEQA0] ZAAR] &2 Al=shs 57 23R HAor-SA=oly AR ojdd =
Hl=5-2 RIZE QIS99 ks A3lelr] flsf vt e FXsiglct tiEA 0 Aol 1
o] 3l 1ERE ARt 1zt Apitof| tiet AR 7E 2 13 (Infrastructure Asset
Pre-Assessment Program, IA-PRE)e|t}. o] A|zof w2 uj= R 9 Z£2 2FAIE0
Al A== AL 79 AlolH HE QISR QIS4 LA AE & 4= At
AR A5 S8l 187 =okoll 9007 oFe] AlF- B7I S AT 1] S5k A=
1F/do] A=l o] 3ATYR A 7Rt AlEdold Sk A71F g HASkL 9l
th. o& 3l mlete] f1/d0] rrrtell Sl AFEAY Hol= thE AE5HA] U= BF- o
DA of-S]oll sl E:star UrH11]. o]2F ¥ ke FAYA] ZAd=9] AR F71o]

= & 183) ol% 943(up/downlink A1S)o] o
g A (amming) SOl HHIT 4= Sle HSls g gt FA7F B astoH13](Fig.
18).

%3t GPS AY(amming)} = SFAA] 13-AVdEAILe et Ale]H(EH 5) &
AdulE 913k 71e2l FAZ FAI5] sfof gt Ql5-9/doll gk Bt A5kt Bagt ol &

=

L 57 Al 7T 94 rawol 2 Alje] Eejet @A SRR WA QB 47
29 W A B3] S7HIAL olglo] FKhuel Akglel mIAE JRE AR wEold).
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Fig. 18. Uplink and downlink jamming are two forms of electronic counterspace attack [2].
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Rolck. ZAIT} Wzt 9L B 283l slolHE A e B AFHET B4,
ARo| AR goleis 2719} 7)) Hofutal 9lnt. ojEjRt Aol A FRu - AR
ot AtiE o mebgo] Hokst vk ghdol AL washE 1 Hels 33 AlAdloR o
oig o]l QIck. wEt o] QlEdo] I15Y F 4 Qlrke 22 wjiEolth. wiok -
7} otelg 23 54 21 QB elde s BAIES SRt & ufe 7Ae] 9
3} FEA7IE ol Hoko] A9 = 7 ola-FAK 250 w27t 4 9tk vl &
Q% 95 48712 wHEo] A A WHE 712 S+ JrH6,12 (Table 1).

5.3 #8 ?I1d, 4EE 24 2FEX| JEEM 2L

Aok S|yt Zgoll NATO7F AAoll 7HUAL, EU GPS IdAIA(Galileo)ol] that
SAEZ a5t o]2fdt BAJopY] AtolH] FA-2 NATO =712 Y/d-8AAIAC] &4
%‘jal'*]%] = Stk ofef ¥ ARl 9ol diulshr] fis & 9dole 3 A A%

= A 9AE 13T 287t Sk E3, fF5xtolA el Htolu 34
QE% ARde] QAR 4= A SAR A (jamming)oH &Y vlo]Z2Yo|E T AS 7§E
517] 9t YAdHA glo|e A A7 (radar warning receiver, RWR)Q} &3 Ho]A o] 9
2k SAR 291 EO/IR A9Y(amming) 59 HEE 9Igt $VIEA dlo| A4 E4=417](laser
warning receiver, LWR)E A25lo] AEAS FAIE L7} QU ESH o Y432 A A
TR w3 46| fls 9148 SR 29K E)ck 91788 BlolA WA
= 7dsto] sk A= AQtsh ErkFig. 19).

Table 1. Examples of cyber attacks on space systems

A= 2 U8 Ijah 7|2
07/08 DOl= HEA-7 XHEA 1 MO SAAE (122 C20] RgSHA
ol 7+d)
08 0] YE2F=(NASA)S| XIFZAIRS 0] &E2F=(NASA)

Afolb BH@HH 2IS)
09/114 22 GB 9| HO[E 52 P2 0] MESTHTAUPL)
HA(00U)/187 B FH2(111)

143 SIEEE A 7IEHA AOH SHOISZ MA TR) 0] SHAHYTZIS(NOAA)

174 5 195 skdelolt = oA A0 & QIE=O| AfO|H] HOHTH
(4-522h
184 ?lgS HXloks BREE 49 0= AZEQN 7|
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